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TOBaprle 3HakKu

PEJIDKC™, JIMHTEP® sBnstoorcs TOBapHBIMU 3HaKamu, npuHaiexammvu AQO HIIII
«Pensuronnbie sKkcniepTHhIe cucteMb» (manee nmo Texcty — kommanus PEJIDKC). [Ipoune
Ha3BaHUsI M OOO3HAYEHUS MPOAYKTOB B JOKYMEHTE SIBJISIOTCS TOBApPHBIMH 3HAKAMHU HX
MIPOU3BOAUTENEH, TPOAABIIOB WM Pa3paOOTUUKOB.

UHTennekTyanbHasi CO6CTBEHHOCTb

[TpaBoob6nanarenem npoaykroB JIMHTEP® sensiercs kommanust PEJIDKC (1990-2024). Bee
NpaBa 3aIIUIICHBL.

JIaHHBI JOKYMEHT SIBISICTCS PE3YJIbTaTOM HWHTEJUIEKTYaJbHOM NEATEIbHOCTH, IIpaBa Ha
KoTopbIi npuHaanexar komnanuu PEJIDKC.

Bce marepumanbl JaHHOTO JOKYMEHTa, a TaKXKe €ro 4acTH/pas3feNibl MOTYT CBOOOJTHO
pa3MeniaThCss Ha JIFOOBIX CETEBBIX pecypcax MpH YCIOBUU YKa3aHWsS HAa HUX HCTOYHHKA
JIOKyMEHTA ¥ aKTUBHBIX CChIIIOK Ha caiThl Komnanuu PEJIDKC: www.relex.ru m www.linter.ru.

[Tpu wcmonp30BaHUM JTHOOOTO MaTepuaia W3 JAHHOTO JOKYMEHTa HECETCBBIM/IICYATHBIM
U3aHNeM 00s13aTeIbHO YKa3aHUE B TOM M3/IaHUW UCTOYHHKA MaTepralia M CChUTOK Ha CalThI
komrrauuu PEJIDKC: www.relex.ru u www.linter.ru.

[{utupoBanue MHGOpPMALUK U3 JAHHOTO JIOKYMEHTa B CPEJACTBaX MAaccOBOM HH(pOpMaluu

JIOITYCKaeTCsl MU 00s13aTeIbHOM YIIOMMHAHUU MEPBOUCTOYHUKA MH(POPMAMM U KOMIIAHUU
PEJIDKC.

Jltoboe ucnonb3oBaHHE B KOMMEPYECKHX LEISIX HHGPOpMAIMM W3 JAHHOTO JOKYMEHTA,
BKJIIOYass (HO HE OrpaHUYMBASICh ATHUM) BOCIPOW3BEACHHE, Iepeaady, MnpeoOpa3oBaHHE,
COXpaHEHHE B CHCTeME IIoMcKa HH(popManuu, I[epeBoJ] Ha Jpyroil (B TOM 4YHCIe
KOMITBIOTEPHBIN) SI3bIK B KakoM-1100 (hopMe, KaKUMHU-TUOO CpelCTBaMU, 3JIEKTPOHHBIMH,
MEXaHUYECKUMHU, MArHUTHBIMU, ONTHYECKUMH, XUMHUYECKUMH, PYYHBIMU WIM HHBIMH,
3anpenieHo 0e3 mpeaBapuTeIbHOTO MMCbMEHHOTO pasperieHus: komrnannu PEJIDKC.

O noKkymeHTe
Marepuain, conepkaliuiicss B JaHHOM JIOKYMEHTE, IpPOIIEN JOCKOHAJIbHYIO MPOBEPKY, HO
xomranusi PEJIOKC He rapanTHpyer, 4TO JOKYMEHT HE COAEP>KUT OLIMOOK U IMPOITYCKOB,
MIO3TOMY OCTAaBIISIET 3a COOOM MpaBoO B JII000E BpeMsi BHOCUThH B JJOKYMEHT HCIPABICHUS U
M3MEHEHUs, IepecMaTprUBaTh U OOHOBJIATH COIEPIKALLYIOCS B HEM UH(OPMALIUIO.
KoHTakTHble AaHHble
394006, Poccus, r. Boponex, yin. baxmerbeBa, 2b.

Ten./dakc: (473) 2-711-711, 2-778-333.

e-mail: market@relex.ru.

TexHu4eckas noaaepXxkKa

C uenbio moBbleHUs: kadectBa nporpammuoro npoaykra JIMHTEP u npenocrasnseMbix
yeiyr B komnanuu PEJIDKC nelictByer aBTOMaru3npoBaHHasi cuctemMa y4éra u oOpaboTKu
M0JIb30BATENbCKUX pekinamanuidl. O00 Bcex OOHApy)KEHHBIX HEJOCTAaTKax W OMMOKax B
IIPOrpaMMHOM MPOAYKTE W/WIM AOKYMEHTAllMM Ha HETO0 IMPOCHM COOOLIaTh HaM B pasjeln
ITonnepxka Ha carite JINHTEP.
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NpepucnoBue

Ha3sHayeHne nokymMeHTa

JIOKyMEHT COACpXKHUT OIUCAaHUE TPOICIYyp aIMHUHHCTPUPOBAHUS KOMILICKCA CpEICTB
3amutbl uHpopmamuu (KC3) or HecankumonupoBanHoro npoctyna (HCII), ommcanue
KOHTPOJIUPYEMBIX (PYHKIINH U pEKOMEHIAINH 110 CO3JJaHUIO CUCTEM 3aIUTHI:

OIHCaHNE KOHTPOJIUPYEMbIX (DyHKIUI;

pykoBozcTBO o rerepanuun KC3;

OIMCAaHUE CTAPTA CUCTEMBI U NPOLEAYP NPOBEPKU NMPABUIILHOCTH CTAPTA;
OIMCAaHUE MPOLEAYp pabOThI CO CPEICTBAMH PETHCTPALHH;

PYKOBOZICTBO IO CPEJCTBAM Ha/Ie)KHOTO BOCCTAHOBJICHUS,

PYKOBOJICTBO TIO pabOTe CO CPEeICTBAMU KOHTPOJIST MOAU(DUKAITUH;

PYKOBOJICTBO 110 paboTe CO CPEACTBAMU KOHTPOJIS TUCTPHOYIIHH.

Hoxyment npennasznades ais CYBJ JIMHTEP CTAHJIAPT 6.0 c6opka 20.1, nanee mo Tekcty
CYB/Jl JIMHTEP.

Ona Koro npegHa3Ha4eH AOKYMEeHT

I[OKYMGHT npe€aHasHau4CH IJid aJMHUHHCTpaTopa 0e30IacHOCTH CHCTCMBI, a TaKXC i
AAMHUHUCTpATOpPA 3alIUTEI.

JdononHuTenbHbIE AOKYMEeHTbI

CYB JIMHTEP. Moaens 3alUTEl TaHHBIX
CYBJ JIMHTEP. CopaBounuk mo SQL

CYB JIMHTEP. CuctemMHBbI€ TAOIUIILI U IIPENCTABICHIS

CYBA JIMHTEP. Co3nanne n KOHGUTYpHUPOBaHUE 0a3bl JaHHBIX

© AIMUHHMCTPHPOBaHUE KOMILTIeKca cpeAcTB 3amuThl AaHHBIX. AO HIIII «PEJIDKC», 1990-2024 3



ApXUTeKTypa KoMnsiekca cpeacTB 3aluThl
AaHHbIX

ApxuTektypa KoMmIulekca cpeacTB 3amuTbl AaHHbIX (KC3) Bkmouaer B cels Kak
MH(POPMALMOHHBIE KOMIIOHEHTHI (omucaHusi oObekToB U cyObektoB B bBJl), Tak u
nporpamMMHuble komnoHeHTs! (porpammusiii KC3 snpa CYB/[ JIMHTEP).

OcCHOBHbI€ NPUHUUNbI

KC3 CYBJl JIMHTEP ctpoutcs Ha 9 OCHOBHBIX MPUHIIMIIAX:

1) OTKpBITOCTS;
2) uaeHTUPUKAIUS U ayTeHTU(UKALUS — OIPEEIIIeT Hayalo ceaHca paboThl CyObeKTa;
3) mpaBa Ha JOCTYI NPOBEPSAIOTCS HA BCEX dTarax:
* Ha JTare TPAHCISINH 3aMpoca;
* Ha 3Tane o0paboTKu 3ampoca;
* npu oOpalleHuu K 0ObEKTY.
4) npsimas iepeAava rnpas — [IpeporaTusa Biaebla 00bEKTa;
5) xocBeHHas mepeava MmpaB — MPeporaTuBa CO3AaTels POJIH;

6) 17151 MPOTOKOJIMPOBaHUS Bcex AeicTBuii ¢ yaactruem KC3 HeoOXoauMo ero akTHBUPOBATh U
HAaCTPOUTH TpeOyeMbIi IEpeUeHb MTPOTOKOIUPYEMBIX COOBITHI;

7) Bce O0OBEKThl KOHTpOJS CHaOXaroTCsI METKaMM JOCTyIa, BKJIIOYAIOUIMMH YPOBHU
KOH(HIEHIMATbHOCTU U MPUHAAJICKHOCTh K TpyIIe CyObeKTOB; CyOBbEKThl pa3OUThl Ha
HelepeceKaroyecs: Ipynnbl, Kakiaas W3 KOTOPhIX HM30JMpOBaHa IO JOCTYIYy OT BCEX
MPOYUX TPYIIIL;

8) MeTku 00BeKTOB ((pr3uyeckas 3ammuTa) eCTh HEM3MEHHAsI BEJTUYMHA, B OTJIMYUE OT METOK
CyOBEKTOB (MX MOXKHO MEPEBOJIUTH U3 TPYIIIIbI B IPYIILY, MEHSITh YPOBEHb AOCTYIA U Tp.);

9) u3mMeHeHne METOK JOCTyla CyOBEKTOB — IIpeporaruBa CyObekTa (aaMUHHCTpaTOpa
0€3011aCHOCTH).

E Ipumeuanne
[IpoTokonupoBaHue COOBITHI U pabOTa C METKaMH JIOCTYyTa MOAAepKuBatoTcs Toibko B CYBJ]
JIMHTEP BACTUOH.

Hwxe 3Tu npuHIMIEl pa3duparorcs 6oee moapooHo.

OTKpbITOCTb

CYB/ JIMHTEP — otkpsliTas cuctema. [1o TeXHOIOrHHM OCTPOECHHUS OTKPBITBIX CUCTEM BCE €€
aJITOPUTMBI OTKPBITHI JIJIs1 BCEX MOJIb30BaTeNel U paboTaroT /i1l BCEX OJJUHAKOBO.

AnroputM nHTEpdeiica HIKHETO YPOBHS YCTPOEH TaKUM 00pa3oM, UTO yCTAHOBJICHHASI CBS3b
cyobekra 1 CYB/] JIMHTEP wuaentuduuupyercs emie u UASHTUPUKATOPOM NPUKIATHON
3ajaun (KaXkJas ornepaloHHas CUCTeMa MPUCBAUBAET 3a/1au€ YHUKAIbHbIN HIEeHTU(DUKATOD)
(cm. myHkT Unentuduxanys v ayTeHTU(QUKALMS), YTO MCKITIOYAaeT BO3MOXKHOCTD IepexBara
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APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

otBeToB OT anpa CYB/[. OTo 03HauaeT, 4TO OTBET, MOCIAHHBIN 3aJja4e Ha €€ 3alpoc, NPUAET
MMEHHO K 3TOM 3a7ja4e ¥ HU K KaKO! JApyrou.

[Tpu 5TOM NpHKIIHbIE TOJIB30BaTENbCKHE TporpaMMsbl oTaesieHb! 0T CYB/I. O0mienue mexay
aapom CYBJl u npunoxeHreM, ee UCIOJIb3YIOIINM, MPOXOIUT TOJIBKO uepe3 MHTepdeiic
HIDKHETO YpOBHs. TeKCThl/anroputMel UHTEp(deiica HIPKHETO YPOBHS OTKPBITHI M HE COJepKaT
anemenToB KC3.

Bce yrunutet CYB/] JIMHTEP Takke HanmucaHbl ¢ MOMOIIBIO HHTEpdelica HIPKHETO YPOBHS
(T.e. WITATHBIX CPEJICTB) U HE UCIOJIb3YIOT HUKAKUX CKPHITHIX ocobeHHocTelt CYB/I.

To ke camoe MOXKHO CKa3aTh U O MPOYHMX MPOTPAMMHBIX HHTEp(eicax, MPUCYTCTBYIOIINUX B
CYB/I (marmpumep, Bcrpoernbiit SQL (PCI)). B ux ocHOBe Takke NeKUT HHTepENC HUKHETO
yposus CYB]] JIMHTEP.

Oto nanaraet Ha CYB/] nononnutensHbie TpeOoBaHus, ocodeHHo B yactu KC3.

UpoeHTndpmkaumsa n ayteHtudmkaums

Nudopmarust o kaxaoM moiib30Baresie, UMEroIIeM rmpaBo noakinodarses kK CYB/l, naxoqurcs
B cooTBeTcTBytomed cuctemMHor BJI. [IpaBom m3menenus cuctemuoit b/l obrmagaer Toabko
agmuHucTparop 3amutsl CYB/I.

Kaxpiii monmb3oBarens (CyObekT) uMmeeT B cucteMHo BJl yHuKanbHBIN uaeHTH(UKATOP —
UaeHTU(UKATOP CyOBEKTa.

CYB/l cBs3biBaeT cyOBeKkTa ¢ €ro HUACHTU(HUKATOPOM, HCXOAS W3 HWMEHHM W Tapods,
MOJTyYEHHBIX B pe3yJibTare UACHTU(UKALINY U ayTeHTU(DUKALIUH.

[Tocne aToro Ha BceM NpOTsKEHUH padboThl (10 oTcoenuHeHus nonb3osatens ot CYBJ) sapy
CYB/] yxe He TpeOyeTcs 3HaHWE MMEHHM W Tapojs cyowbekra. /[ aaropuTMoB mocTyna
JIOCTaTOYHO TOJBKO MACHTU(PUKATOpA CyOBEKTa.

[Tpu xpanenuu uHGOpPMAIMK O MpaBax cyObekTa (cM. moapasaen CxeMa XpaHeHUs JTaHHbIX )
CYB/Jl ucnonwsdyer uaeHTU(PHUKATOp CyOBEKTa, a TakkKe HACHTU(UKATOPHI OOBEKTOB, K
KOTOPBIM CyOBEKT UMEET JOCTYII.

Jlis Ka>K0ro yCTaHOBJICHHOTO KaHaja cBsi3u ¢ npuiioxkenneM CYBJl xpanut y cebs B namsTu
CIIeIYIOILYI0 HH(OpMAIHIO:

* uaeHTU(UKATOp CyOBEKTa;
* uaeHTH(UKATOP MPHUIOKEHHUS (TIpoIiecca U Aaxe HUTH);

* aJpec KIMEHTCKOW CTAHIIMK M THUII CETEBOTO MPOTOKOJIA (TIpU ceTeBOU paboTte).

Taxum o6pa3oM, ceaHc pabOThI CyObeKTa HAUMHAETCS C UACHTU(UKALNY U ayTeHTU(PUKAIIUH
cyonekta, npu 3ToM CYB]] cBsa3piBaeT mociennero ¢ ero uaeHTUGUKaropom. J[aHHas CBS3b
MIpEKpaIiaeTcst TOIBKO mociie orcoeaunenus cyorekra ot CYB/I.

Kpome toro, CYB/] ocobeHHO BakHO, 4TOOBI OTBETHI HA BCE 3aMPOCHI MPHIOKECHHS ObLTH
MOJTyYEHBI TOJILKO 3TUM IMPHJIOKEHUEM U HUKAKUM JIPYTHM. DTO PEaM3yeTcsl C MOMOIIBIO
uaeHTU(UKATOpa MPUIIOKEHHUS, KOTOPBIA MPUCBAUBACTCS €My OINEPAIMOHHOW CHCTEMOW B
MOMEHT 3arycka. [Ipu ycTaHOBIEHUU CBS3M NMPUIIOKEHUE, UCTONb3Ysl HHTep(delc HUKHETO
ypoBHs, coobmaer sapy CYB]Jl cBoit maeHtudukarop (a mpu cereBor padboTe M aapec
CTaHIIMM), TaK 4TO, MOChUTast mpuiiokeHuto otBeThl, CYB/] Bnaaeet monHoi nHpOpManuei o
TOM, KOMY MO>KHO TI€peChlUIaTh MOJHBIN a/ipec HYKHOTO MPUIIOKESHHUS.
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APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

B cnyuae, korna ucyesaet xoTs Obl OIMH U3 KOMIIOHEHTOB CBA3H (ylaisieTcsi CyObeKT, aaaeT
IIPWIOKEHHUE, OTKIIIOYAeTCs KIMEeHTcKas craHuus), sapo CYBJl, cnenys ycTaHOBIEHHBIM
TaliM-ayTaM, pa3pbIBaeT 00pa30BaHHYIO CBS3b.

ITpu nomnbITKe MOJIB30BaTENs OTKPBITH KaHal cBsi3U, CYDB/] npoBepser mMs 10ab30BaTeNs U
€ro MapoJb.

HpI/I 9TOM BO3MOKHBI CJICAYIOINHUEC CUTyalluu:

¢ UMs U IIapOJib MOJIBE30BAaTCIA BBEACHBI IIPABUJIBHO — MMOJIB30BATCIIb JOITYCKACTCs K Bﬂ,

* UM MIOJL30BATENS BBEIEHO HEBEPHO — BBIIAETCS COOOIICHHE O TOM, UTO UMS ITOJIb30BaTENs
BBEJICHO HeBepHO (HemszBecTHOe wmMs mnojsb3oBaTesis). lloms3oBarens k B/ He
JIOTTYCKaeTCs;

* TapoJib TMOJB30BATENsI BBEACH HEBEPHO — BBIAACTCS COOOIIEHHWE O TOM, YTO TMapoilb
MOJIL30BATENsl BBEACH HEBEPHO (HeBepHu apoJsib nojb3osaTeris). [lonp3oBarens
K b/l He nomyckaercs.

KoHTponb gocTtyna B npouecce o6paboTku 3anpoca

O6paboTka SQL-3ampoca COCTOUT U3 HECKOJIBKHUX ITAIOB:

1) TpaHcnALuMsA 3ampoca U MPUBSI3Ka €ro JIEMEHTOB K ¢puzndeckuM oobexTam b/1;
2) BBIMIOTHEHHE 3aMpOcCa;

3) nepcaavda pe3yjibTara BBIIIOJIHCHHA 3aIlIpOCa IMOJIb30BATCIIHO.
HpOBepKa IMpaB AO0CTYyIIa BBIMMOJIHACTCS HAa KAXKIAOM JTallC.

Ha nepBom sTare mpoBepsieTcsi, B OCHOBHOM, JIOTHUECKas 3allIUTa Ha CaMOM BBICOKOM (00111eM)
YpOBHE.

BTOpOﬁ 9Tall, B CBOXO O4YCPCAb, TAKKC COCTOUT M3 HCCKOJIbKHX 3TallOB. HpI/I 9TOM 06T>CKTI>I,
Y4aCTBYIOIIKEC B 3alIPOCE, ITOCICAOBATCIIbHO BOBJICKAIOTCA B ITPOLECC O6pa6OTKI/I.

B CYBJ JIMHTEP mnpaBa gocryna nmpoBepsilOTCS TOJbKO B MOMEHT NpHBJIEYeHMs
oYepeHOro 00beKTa K mpoueccy oopadorku 3ampoca. Takum o6paszom, CYBJl moxer
MOTPATUTh JIOBOJIBHO MPOJIOIKUTEIHFHOE BpeMs Ha 00paboTKy 3ampoca, oKa He ONpeIeinT,
YTO OHA HEBO3MOXKHA.

C npyroii cTOpoHBI, eciH B Iporiecce 00paboTKu 3ampoca KTO-TO U3MEHSIET MpaBa CyObeKTa,
TO JIaHHbIe U3MEHEHHsI MOTYT CKa3aThCsl yxKe Ha 00paboTke Tekyuiero 3ampoca. [lo kpaitneit
Mepe, IpU TaKOM TOAXOJAE BO3pacTaeT BeposiTHOCTH Toro, uto CYB/l npumeT Bo BHUMaHME
M3MEHEHHE MpaB JOCTyTa.

BaxkHocTh TOro, YTO TMpOBEpKa IOCTyHa MEpeHeceHa B 3Tal 00paboTku, OOycCIOBIEHA
OCBOOOXJEHHEM TEpBbIX JBYX 3TallOB OT AOMOJHUTENBHBIX MPOBEPOK. DTO IMO3BOJISET
MNPUKIAJHBIM TMpOrpaMMaM CBOOOJHO HCIIOJIb30BaTh YK€ OTTPAHCIMPOBAHHBIE W
MIPUBSI3aHHBIE 3aIIPOCHI.

Mpamasa nepepayva npas

B CYB/] JIMHTEP B kauecTBe OAHOTO M3 OCHOBOIIOJATAKOUIMX MPHUHAT HPUHUMUII MPSIMOU
nepeaavyu mpas.
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Jnst Toro 4TtoObl MCKIIOYUTH BO3MOXXHOCTH HEKOHTPOIUPYEMOTO PACHpOCTPAHEHUs MpPasB,
MPUHSAT CAEAYIOINM IPUHIIUI: MPSAMasi epeaada npaB Ha 00beKT pa3pelieHa ToJIbKO sl
BJAJeJIbIA TAHHOI0 00bEKTA.

CyObexT, NoNMy4rBUIMIA KaKHe-I100 MpaBa Ha 4y>KO 0OBEKT, HE MOXKET OCYIIECTBUTh IPSMYIO
nepegavy mpas.

KocBeHHasa nepepaya npas

KocBennas Hepez[aqa/OTMeHa IpaB Ha 00BEKT BO3MOKHA TOJIBKO qepe3 anrmapar pOJ'ICfI.

B cjIydace KOCBEHHOH pa6OTBI pOJib  OOJIKHA ObITh HAITOJIHCHA COOTBCTCTBYIOIIUMHA
BO3MOKHOCTAMMU, ITPECAOCTABJICHHBIMHU HAIPAMYIO BJIaAC/IbLIaMU 0OBEKTOB.

Ilocne HanonHeHWsI poiau TONbKO aaMHUHHCTparop bJ[ MokeT Ha3zHauaTb €€ JOpyruM
nosp3oBaressaM. [lonb3oBarenu yxe HE CMOTYT OCYIECTBUTDH IEpeady MUMEIOLUXCS Y HUX
pas.

Perncrpauusa nencreumn

Peructpanus aeiictBuii BeimosnHsaeTcs noacuctemoi nporokonupoanust CYB/I.

3anyck NoJCUCTEMBI IPOTOKOIMPOBaHUs BblnonHsAeTcs SQL-3anpocom:
AUDIT START;

Jnst BeIMOTHEHUS 3ampoca Heooxoaumbl paBa DBA.

B pesynbrare B HyneBoit 3anvcu Tabmuinbl $$SAUDIT ycTaHABIMBAETCs (prar akTUBHOCTH
MOJICUCTEMBI IPOTOKOJIUPOBAHUSI.
OcTaHOB MOJICUCTEMBI IPOTOKOIMPOBaHUS BhInonHsAeTcs SQL-3anpocom:

AUDIT STOP;

s BeIONHEHHMs1 3ampoca HeoOxonuMmbl npaBa DBA. B pesynbrare B HyJeBYIO 3aluch
Tabauubl $$SAUDIT 3aHOCUTCS HH(GOPMALIKS O PEKPaIeHUH TPOTOKOIUPOBAHHUSL.

HpI/I BO300HOBIICHUH pa60TLI INOACHUCTCMBI MMPOTOKOJHUPOBAHUS MPOOOJIZKUTCA
IMPOTOKOJUPOBAHUC BCCX CO6LITPII>1, YCTAaHOBJICHHBIX 1O OCTAHOBKU IMPOTOKOJIUPOBAHUS.

B pexume mpoTokonupoBaHus coObITHII B Tabmuie $SSAUDIT pEerucTpuUpyroTcs Bce
JeicTBHA nonbk3oBarenei b/I, cBI3aHHbBIE C:

* uaeHTU(UKalKeH 1 ayTeHTU(UKAIIUEH;

* 3ampocaMu Ha JOCTYI K 00beKkTam 3anuThl b/I;

* CO3JaHUEM/YHUUYTO)XEHHUEM 00BEKTOB 3aiuThl b/l;

» neiicTBusaAMU 110 uaMeHenuto 11P]1.

Kpome Toro, B mannyto Ttabmuiyy 3aHocstcs koael 3aBepmienus CYBJ JIMHTEP (mo

TpeOOBAHUIO), U3MEHEHUS COCTOSHUS MOJIb30BaTEIBCKUX COOBITHM, YcTaHOBIEHHBIX B CYB/I,
U T.J1.

Tabmuna peructpanuu coObITUA S$$SAUDIT coO3MaeTcs B MPOIECCEe MHHUIMATH3AIUN
noncuctembl  pactmuperaslx  pynkmuit KC3  HCH CYBJ JIMHTEP (cm. myHKT
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Wuunumanusanys KOMIUIEKCA CPEICTB 3allluThl JaHHbIX). bonee moapoOHO o Tabmnwuie
pEerucTpanmu U3JI0KEHO B pasaene MOHUTOPUHT KOMILIEKCA CPEACTB 3AILUThI JaHHbBIX.

MeTka gocrtyna

BceMm oObekTamM KOHTPOJISI TPUCBauBaeTC MeTKa I0CTyma.

Metku nocryna ucnionb3yrorcss CYBJ JIMHTEP pist npoBepku A0CTYTHOCTH HHPOpMAITUH, a
TaKKe JUIsi BO3MOKHOCTH OpraHU3alliy MPUHYIUTENIBHOTO YIPaBIeHHs JOCTYIIOM. MexaHu3m
METOK JIOCTYyIIa — IJIaBHOE 3B€HO 00eCIeUYeHrsl MaHAaTHOTO MPUHIIUIIA KOHTPOJIS I0CTYTIA.

Mertka gocTyna cofaepkut HHGpopMaIuo 00 ypoBHE KOHPHUIAESHIIMATBLHOCTH (111 0OBEKTOB,
T.€. JaHHBIX) — METKY 00BEKTA, U YPOBHE TOCTYyTIA (11 TIOJIh30BATENICH, CYOREKTOB) — METKY
cy0bekTa.

Kpome nepapxuu ypoBHEi B METKE COACPKHUTCS Takke uHMopmaims o rpymme. Peds uaer
O TpyIIax Mojb30BaTeleil, KOTOPbIC JOJKHBI OBbITh N30JUPOBAHBI APYT OT Jpyra (B CMBICIIE
uHpopmarum).

CoOTBETCTBEHHO TPYIITIaM IOJIB30BATENEH OOBEKTHI JaHHBIX TOXKE Pa30UBAIOTCS HA TPYIIIIHL.

Takum o00pa3oMmM, METKH MPENOCTAaBISAIOT KaK Hepapxuio AocTyna (YpoBHH), TaK H
TOpPU30HTATIbHOE JiesieHne (0O0bEKTOB, CyOBEKTOB).

MeTtkamu foctyna cHabxkaetcst nH(GOpMalusi BCeX ypOBHEH — OT TaOMUIlbl, 10 CTOjiOLA U
3anucy U naxe 3HadeHus nojei 3amucu. T.e. B CYBJ] JIMHTEP ecTh BO3MOXXHOCTH CHA0KaTh
BCE OOBEKTHI JJOCTYIIA CIICIUATIbEHBIMU METKaMH (00 MX CONEep KaHUM YIIOMUHAETCS HUXKE).

Bce cyOwbexThl noctyna Takke cHaOxkarorcs MeTkamu. [Ipu mpoBepke noctyma cyObekTa
K KOHKpeTHOMY 00bekTy CYBJl ocymiecTBiseT NOMOIHUTENbHYIO POBEPKY, HE BBIMTOIHSISA
HEJIOCTYIIHbIE JEHCTBUSL.

B Hpumeuyanne
CVYB/] JIMHTEP xpanut undopmaruio o painax coeir bJ[. B akruBnom cocrostuuun CYBJ]
ucnonb3yer (aiiinsl b/l MOHOMONIBHO U GIOKHPYET TOCTYI K HUM IPYTUX IPOrPAMMHBIX CPECTB.
Orpannyenue nocryna kK ¢aitnam b/l npu HeaktuBHOM cocTossHUM CYB/] NOIKHO BBIOIHATHCS
cpencteamu OC.

MeTka oO0bekTa
MerTka o0bekTa obecreunBaeT (U3NYECKYIO 3alIUTY JaHHBIX.
Mertka 00bEeKTa BKIIFOYACT:

* Tpynmny cyObeKTa, KOTOPBINA CO3/al IaHHBINH 00BEKT;

* ypoBeHb JocTyna Ha uTeHne: RAL-ypoBens (Read Access Level);

* ypOBEHb MOCTyMa Ha 3anuch: WAL-ypoBenb (Write Access Level).

[Tosienenne B bBJl HOBOro 0OBEKTa KOHTPOJS COMPOBOXKIAETCS TPUCBOCHHEM €My

COOTBCTCTBYIOH_ICI‘/’I MCTKH O6’LCKTa, KOTOpasa 6yneT CBsjA3aHa C HHM 10 MOMCHTa ¢€T1o
YHUYTOXCHUS.

Haxe mepemenienue (KOmupoBaHue) 0OBEKTOB (HANpUMEpP, W3 OMHON TAOIUIBI B APYTYIO)
HE W3MEHHUT WX 3allUTHBIX aTpuOyTOB (10 KpailHEeW Mepe, HE CHU3HT). Tak, U3MEHUTh
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APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

MCTKY 3alliuCHu Ta6.III/II_U>I MOXHO TOJIBKO ITPpHU 3aMCHC BCeil I/IH(l)OpMaLII/II/I 3TOM 3almcu, 4rTo,
CO6CTBCHHO, PaBHOCHJIBHO €€ YAAJICHUIO U )106aBJ'IeHI/IIO BHOBb.

MeTka cyobeKTa
MerTka cyObeKTa BKIIIOYAET:

* TPYIIY, K KOTOPO NPUHAMIICKHUT CyObEKT;

* RAL-ypoBenb cyObekTa — MakcuManbHblii RAL-ypoBeHb nocTymHOil cyOBeKTy
uHpOpMaIu;

* WAL-ypoBeHb CyObEKTa, T.¢. MUHUMaIbHBIN RAL-ypoBeHb 00bEKTa, KOTOPBIH MOXKET OBITh
CO3J1aH JJAHHBIM CYOBEKTOM.

B ormnruune oT MeTok 0OBEKTOB, METKU CYOBEKTOB (TIOJIB30BATENICH) MOTYT OBITH M3MECHEHBI.
V3meHeHHEe METOK J0CTyma CyObEeKTOB — MpeporatuBa CyObekTa (aJIMHUHUCTpATOpa
0€30IacHOCTH).

OH MOXeT TepeBecTr CyOBheKTa U3 TPYMIIBI B TPYIITY, K3MEHUTh YPOBHH JIOCTYTA U IOBEPHSI.
EcTtecTBeHHO, 4TO M3MEHEHHE BOBMOKHOCTEH CyOBEeKTa He JOJIKHO OCTaThCs He3aMEUCHHBIM
— BC€ MO00HBIC IEUCTBHS MPOTOKOJMPYIOTCS B Tabnuie $$SAUDIT.

Cxema xpaHeHus AaHHbIX

HNudopmanus 060 Bcex cyObEeKTax, poiisix ¥ UX BOSMOKHOCTSIX TI0 OTHOIIEHHIO K 0ObEKTaM
B/l xpanutcs B cnoape b/I.

Jns XpaHeHuws: JaHHOW WHGpOpMalNUU TpeAHa3HaYeHa CHUCTeMHas Tabmuma S$SSUSR

(cm. moxkyment «CYBJI JIMHTEP. CucrtemHble TaOaUIGI W MPEACTABICHUS», TOAPA3ACI
«$$SUSRY).

ITonnep:xuBaemble kareropuu npas: DBA, RESOURCE, CONNECT u BACKUP.

HpeJIOCTaBJ'IHeMBIe NPUBUJICTHM HAa MaHUIYJIMPOBAHHUC JTaHHBIMH Tabaumel: SELECT,
INSERT, DELETE, UPDATE, ALTER, INDEX, REFERENCES u ALL (Bce IIEPEYNCIICHHBIC
panee).

KaTeFopI/II/I IpaB UMCHOT TOJILKO I10JIb30BATCJIH. HpI/IBI/IJ'IeFI/II/I — HOJIb30BATCJIN U POJIH.

KaTteropus goctyna cy6bekta KOHTpons

[Tonp3oBaTento Ha3HAYaeTCsl OHA U3 3-X KaTeropuii 1octymna Kk oobekram b/1:

1) CONNECT-kareropus. [IpegocTaBisieT noap30BaTeN0 HaMMEHbIIKE MpaBa: ocTyIl K B/]
C BO3MOXKHOCTBIO ITof1aBaTh SQL-3arrpocsl Ha MaHUITYJIMPOBaHUE JAHHBIMU;

2) RESOURCE-kareropus. [IpegocrasmisieT mois3oBatennto Bee npaBa Connect-kaTeropuu, a
TaKke MpaBo U3MeHATh cxeMy b/l (co3maBarh/ynansTe/u3MeHsTh CTPYKTYpy 00beKkTOB BJ1)
U TiepeaaBarh APyruM MOJIb30BaTENsIM IpaBa Ha CBOU OOBEKTHI;

3) DBA-kareropusi. IlpenocTaBisieT MONb30BaTEeNI0 YpPOBEHb aaMuHHcTpatopa bJ[ ¢
MaKCHUMaJIbHBIMHU MPAaBaMH, BKIIFOYAIOLIMMU IpaBa Resource-kareropuu v npaso co3gaBaTh
HOBBIX NoJib3oBaTenen b/I.

Bnagensiiem TabnuaHoro oowekra b/l (Tabmuiel/mpencTaBieHus) CUUTACTCS MOTh30BaTEIb,
CO3/IaBIIHI 3TOT 0OBEKT (U1 €T0 CO3/MaHMsI OH JIOJDKEH MMeTh, kak MUHUMYM, RESOURCE-
Kareropuio). Bmanenern tabauyHOro oObEKTa MOJMydaeT Ha 3TOT OOBEKT BCE BO3MOXKHBIC
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MPUBWIETHH, BIUIOTh 10 MPHUBWICTHH Mepenaud (OTMEHBI) HEKOTOPBIX M3 HUX JIPYTHM
moJb3oBaresiM b/I.

Brnagenen Moxer nepenath Ha CBOW TaOJUYHBIN OOBEKT CIENyIOIIME NMPUBUIETUN (W UX

COBOKYIHOCTb):

e SELECT — Ha YT€HHE TaHHBIX;

* INSERT — Ha n0o0aBiIeHUE TaHHBIX;

 UPDATE —Ha MonH(bHKaumo JaHHBIX,

e DELETE — Ha ygaJICHHUC JaHHBIX;

* ALTER — Ha U3MEHEHHUE M1apaMETPOB TaOIHIIbI;

e INDEX —Ha HOCTpOGHI/Ie/yI[aJ'IeHI/Ie HUHJICKCOB Ta6nI/IuLI;

* REFERENCES — Ha cOo37jaHU€ BHEUTHUX KJITIOYEH, CCHUTAIOIINXCS Ha TAOJIUILY;

* ALL — moJHBIA HAOOp mpuBwWieruil, T.e. SELECT + INSERT + UPDATE + DELETE +
ALTER + INDEX + REFERENCES.

VYnanuth 00bekT bJ] MoXeT TosbKo ero Bnaaenen. AamMuuuctparop b/l MoxkeT ynanuth 00beKT
KAaCKaJIHO, BMECTE CO BCEU COAEpKALIEN €ro CXEMOM.

Jlnst BbI30Ba XpaHUMOW MpoLENyphl HEOOXOAMMO HMETh MNpHuBWIETHI0O EXECUTE wuau
EXECUTE AS OWNER.

Jlis onepatuBHOro apxuBupoBaHus b/ 1enukom nim e€ oTaenbHbIX 00BEKTOB CpeICTBAMU
CVYB/] neobxoauma npusmieruss BACKUP (M0 yMOJTYAHHUIO 3Ty NPUBUIIETHIO UMEET TOJIBKO
coznarens BJI).

Haznauenue xareropuu nocryna cyonrexty koutpoiss KC3 HCJ CYB JIMHTEP moxet ObITh
OCYIIECTBJIEHO CIEIYIOLUIMMHU CIIOCO0aMu:

1) coznanue cyObekTa kOHTpoIs ¢ HesiBHBIM 3aanueM CONNECT-kareropun noctymna:

CREATE USER <ums nosnbszosarena> IDENTIFIED BY <naposb>;

2) co3nanue cyObeKTa KOHTPOJIS C IBHBIM 3a/laHUEM KaTerOpUH JIOCTyIa:

GRANT <xaTeropua> TO <umsa nombzosaTens> [IDENTIFIED BY <naposnb>];

3) HazHaueHue (M3MEHEHHE) KaTeTOPUH JI0CTYIIa CYHIECTBYIONIEMY CyOBEKTY KOHTPOJIS:

GRANT <kxareropus> TO <yvMa nojb30BaTEISI>;

Ponu

Anmapar ponieil HCHOIB3yeTCS ISl pa3rpaHUYEHHs] JOCTyINa CYObEKTOB KOHTPOJIS
CYBJI JIMHTEP k o6bexTaMm:

1) cozganue pomnu:

CREATE ROLE <uma posm>;
2) ynajneHue posu:

DROP ROLE <ums posn>;

3) mpHUCBOEHHUE POJIU MOJIB30BATEIIO:

10

© AIMUHHMCTPHPOBaHUE KOMILTeKca cpeAcTB 3amuThl AaHHBIX. AO HIITI « PEJIDKC», 1990-2024



ApaneKTypa KOMILJIEKCA CPEACTB 3alIUThI JaHHBIX

GRANT ROLE <umsa posm> TO {<uma nombzosatena> [, ...| | PUBLIC};

4) oTMeHa MPUCBOCHUS POJIU:
REVOKE ROLE <ums pom> FROM {<ums nonvzoBarens> [,...] | PUBLIC};

Ecmu monb3oBarens cO34aeT poib, TO [0 YMOIYaHHIO OHAa €My HE HasHadeHa (T.e. IO
YMOITYaHUIO Y HETO HET MPHUBHIIETUH 3TOH ponu). Ho OH MOXeT Kak Ha3Ha4MTh ee cede (Kak
U BCEM JIpYT'MIM) U MOJIYYHUTh €€ MPUBUJIETUH, TaK U OTHATH €€ y ce0s (Kak U y BCEX APYTUX)
U OIIATH HE UMETh €€ IPUBMIIECTHH.

Yn paBlieHne npusunerndaMmm gocrtyna

[TpuBmiieruu 10CcTyna MOryT ObITh HA3HAUEHBI KaK I10JIb30BATENSM, TaK U POJISIM:
1) Ha3HaYeHME MPUBWIETHH JTOCTYIIA I0JIb30BATENIIO:

GRANT <npueusnerus> ON <umsa obwvekTa> TO <umsa mosib30BaTEIIS>;

2) oTMeHa NMPUBWJIETUH JIOCTYIIA MOJIb30BATEIIO:

REVOKE <npueunerus> ON <umsa obwekTa> FROM <umsa nosnbzoBaTesns>;

3) HAa3HAYCHUC IIPUBUJICTHUH JOCTYIIA POJIN:

GRANT <npueusnerus> ON <umsa obwekTa> TO <ums pomm>;

4) oTMeHa NPUBUJIETUU JIOCTYIIA POJIU:

REVOKE <npusunerus> ON <umsa obwexkra> FROM <umsa posm>;

B IHpumeuannue

Jns moctyma k o0bekTy bBJl ¢ TpeOyemoii TpuBWIETHEd TaHHAs TPUBUJIETHS JTOJDKHA
ObITh Ha3Hau€Ha IOJIb30BATENI0 JUOO C MOMOIIbI0 MEXaHW3Ma Ha3HAUYEHUs MPUBUIIETUI
I0JIb30BaTEIIsIM, JIMOO C MOMOUIbI0 MEXaHN3Ma Ha3HAYSHUsI TPUBUIIETHI POJIH, TPU HA3HAYEHUU
ATOM POJIH TMOIB30BATEINIO, JIMOO MTPU HA3HAYCHUH TTPUBUJIETHH 10CTya K 00bekTy PUBLIC (101
PUBLIC umeeTcs B BUAYy KOMaH/1a Buja ""grant <npuBuierus™> on <o0bext> to PUBLIC").

To ectb, st monb3oBarensi JEUCTBYET COBOKYHNHOCTh (OOBEIMHEHHE) BCEX MPUBUIIETUI
JUCKPEIIMOHHOI0 TOCTYIIA: IIOJIYYEHHBIX HAIIPIMYIO, Yepe3 poiH, uepe3 PUBLIC U IPUBUIIETUH,
KOTOpbIE OH UMEET, KaK Biajiesiel] 00bEKTOB.

pynnbl nonb3oBaTeneu

Bce nonp3oBarenu b/l paznenstorcs Ha HenepeceKaromuecs rpyIbl.

I'pynna onuceiBaeT 00JaCTh JOCTYIHBIX WIEHAM IPYyHIbl JaHHBIX. JI KaKIOW TpyIIIbl
cyuiecTByeT aaMuHucTparop rpynns! (DBA-rpynmnsl), coznannsiii coznarenem b/l (rpymnma 0).
IIpunauies)xHOCTE rpyIe 3a1aercs komanaon ALTER.

ITonp30Barenn OTHOM TPYNIIBI HE BUJIAT JAHHBIX MIOJIB30BATEIEH APYTON TPYIIIIBL.

B Hpumeuannue
[pyImbI He CYNTAIOTCS 3apaHee JaHHBIMH, KaKIyI0 U3 HAX IEPE]] UCIOIb30BAHMEM HEOOXOIUMO
CO3/IaTh.
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s ynpasnenus rpynmnamu cosjareneM b/l ncnonb3yroTcs 3anpocsl:

* CO3JlaHuE TPYIIIIbI;
* WU3MEHEHHE UMEHHM IPYIIIIbI;

* Ha3HaY€HHUE IPYIIbI 10Jb30BaATEIO;
* NPEOCTaBIEHUE IOBEPUS IPYIIIIE;

¢ OTMCHA JOBCpUsA I'pyIIIIC.

Cos3paHue rpynnbl
[1] <coznmanue rpynmer>: : =
CREATE [IF NOT EXISTS] GROUP <cneuudukaiys rpynmnbr>
[2] <cnemudwukanus rpynmer>: : =
<HWMS TPYNIbL> [=<4YKCIOBON UACHTU(HUKATOP IPYIIILE>]
[3] <ums rpynnber>: : = <CUMBOJIBHBIN JTUTEpAT>
[4] <umcnoBoii MACHTU(PHUKATOP TPYNIBL>: : = <UEJTOYUCICHHBIN JIUTEpa™>

<YHUCIIOBOU MIACHTU(PHUKATOP TPYNIBLL> MPEACTABISAET COOON YMCIOBOE 3HAUCHUE B TUATIA30HE
[1-250]. 3nauenus B nuanasone [251-255] 3ape3epBUpOBaHbI.

I'pynma 0 — rpynna cosgarenss bJI. Ilpu coznanuu nomnb3oBarenss €My aBTOMaTHUYECKH
IIPUCBAUBAETCA IPYIIA CO3AATEINS.

Tonbko cozparens b/l MOXKeT co31aTh MMOAB30BATENIA B TPYIIIE, OTIIMYHON OT CBOEH.

IIpumepsl.

create group "1-m ormen";
create group ageb0;

create group "BoeHnpene"=8;
create group "1";

[Ipu co3manum Tpynmbel B Tabmuiyy $$SSGROUP 3aHOCHTCS 3amuch ¢ RowId, paBHBIM
YHCIOBOMY HAeHTU(UKaTOopy rpynnbl. Eciv oH He ykazaH, TO NMpPHUCBAUBAETCS IEPBBIM
CBOOOIHEBIN.

M3meHeHne nmeHu rpynnbl

[1] <u3mMeHeHME UMEHM TPYNIbL>: @ =
ALTER GROUP <crneunduramus rpyans> SET <cnenwmduranys rpyumnsr>

[Tpumepsr.

alter group "mnepBeM oTrnen" set "rpymnna MapkeTuHTa'";
alter group ageb50 set aged5;

HasHauyeHune rpynnbl nosib3oBaTtento

Ha3znaueHne rpynmsl MoJb30BaTEN0 BO3MOXKHO Yepe3 KOMaHIy OMpPEAeTICHHs TOIb30BaTems
(1-#1 cnoco6) wiu yepe3 KOMaHIy MOAU(PHUKALMHN ONpeAeSCHHUs MOJIb30BaTeNsl ¢ MOMOIIBIO
JIOTIOTHUTEIFHOM KOHCTPYKIIMU GROUP  (<crneumbmkalms Tpynmnsr>) (2-i cnoco0).

1-it cnoco6:
[1] <ua3HadyeHue rpymIbl MOIb30BATEIIO> : & =
CREATE USER <ums nons3oarens> IDENTIFIED BY '<maponbs>'
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GROUP <cneuuduxaius rpyumsr>

2-i1 cnoco0:
[1] <na3HaueHuUe TPyMNIIbI IOJIB30BATENIO> & & =
ALTER USER <ums nons3oBarens> GROUP <cneuudukaumsa rpynnosr>

[Tpumepsi.

create user a identified by '12345678' group "l1-m ormen";
alter User b Group Admin;

NMpenocTtaBneHne goBepus rpynne

[Tonp3oBarenu rpynmnel A MOTYT BUAETh JTaHHBIE IOJb30BaTeNei rpynnsl b B ciydae, ecinu
DBA-rpynnst b ycranoBun ¢uar nosepus rpymnmne A:
[1] <mpemocrtaBneHue AOBEpUS TPYIIIE™: : =
GRANT ACCESS ON <rpynmna-gosepurens> TO {<rpynna-npuemuux> | ALL}
[2] <rpynma-mpHeMHHK>: :=
crenuguKanus rpyIibl, KOTOPOl «OKa3bIBalOT JOBEPUE).
[3] <rpynma-moBeputenp>: :=
crenuguKanus TpyIbl, K JaHHBIM KOTOPO MOTYT 00palaThCsl MOJIb30BaTENN <IPYIIIbI-
MpUEeMHHUKa>

[Ipumepsl.

grant access on "l1-u ormen" to "Boeunpeme";
grant access on age4b5 to all;

OTmeHa goBepusa rpynne
[1] <ormeHa moBepus rpymme>: :=
REVOKE ACCESS ON <rpynna-gosepurens> FROM {<rpynmna-npuemunk> | ALL}
[2] <rpynma-mpueMHHK>: :=
cnenuUKaIus rpymIbl, KOTOPOH «OTKa3bIBAIOT B IOBEPHUI.
[3] <rpynma-moBeputenn>: :=
cnenrUKaIys rpymIbl, KOTOpast 0TKa3bIBaeT <rpymie-MPUEeMHUKY> B TOCTYTIe K CBOUM
JTAHHBIM.

IIpumepsl.

revoke access on "Boennpegme" from "rpynmona MapkeTrmHra';
revoke access on age45 from all;

YpoBHU JOBEpUS HE MOTYT OBITh BIIOKEHHBIMHU.
Bce nanHble, cO31aHHBIE OT UMEHHM MOJIB30BATENS, IOMEYAOTCS €10 TPYIIION.

Onucanusi TpyHnm XpaHATCS B CHUCTEMHOW TaOnmie S$S$SSGROUP  (CM.  JIOKYMEHT
«CYBJI JIMHTEP. CucteMHbIe TaONHUIILI U IIpecTaBIeHUs Y, moapasnen «$$SGROUPY).

Omnucanue ypOBHCfI JOBCpUs 3apC3CPBUPOBAHO AJIA z[anLHefImero HCIIO0JIBb30BaHMA.

Wmst rpynmibl, Kak U ONMHUCAHUE, MOXKET U3MEHHUTD JIMOO MOIb30BaTeNb ¢ npuBmierneid DBA,
60 coznarenb b/ mpu momormm SQL-nipemnoxenuss ALTER GROUP.

Howmep rpymmbl BXonuT B METKY Bcex 00bekToB B/I.
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Ypo

BHM gocTtyna

YpoBHU noctyna (Tabnuma 1) BBoasTcs aiis npoBepku Ha ypoBHe sapa CYB/[ JIMHTEP npas
Ha OCYIIECTBIICHUE YTEHUS/3aUCH HHPOPMAIIHH.

BBomsiTes cneayrompe ypoBHH A0CTyTA!

1) nns monmb3oBarens (CyObeKTa):

* RAL-ypoBenb nocryna. [lonb3oBatesb MOXKET moy4ars (UnTaTh) nHpopmaiuio, RAL-
YpOBEHb KOTOPOI He BbIlIe €r0 COOCTBEHHOT'O YPOBHSI JOCTYIIA;

* WAL-ypoBeHb OBEpHS Ha MOHUKEHUE YPOBHS KOH(uaeHnnanbHoCcTH. [lonb3oBarens
HE MOXET BHOCHUTh MH(pOopManuio ¢ ypoBHeM noctyna (RAL-ypoBHem) Oosnee HU3KUM,
yeM pgaHHbli WAL-ypoBeHb moJb3oBaTens. T.e. MOJIb30BaTelb HE MOXKET CIeIaTh
JOCTYIIHYI0 eMy HMH(OpMalHi0 MeHee KOH(UICHIMAIbHOM, YeM yKa3aHO B JaHHOM
napamerpe.

2) nns uaGopmaIuu:

* RAL-ypoBens urenus. [Tonp3oBarens MOXKET monydaTh (uutaTh) uHGopmarmo, RAL-
YpOBEHb KOTOpOH He BbIIIE ero coOCTBEHHOro RAL-ypoBHS (MOXET 4HTaTh MEHee
KOH(UICHITMATbHBIC TAHHBIC);

* WAL-ypoBeHb IEHHOCTH WJIH YPOBEHb JIOCTYIIA HA 3aMUCh (MOAU(UKAIINIO, YIAICHUE).
[Tonp3oBatens MokeT Moauduuuponars (yaanars) wuHpopmanuto, WAL-ypoBeHb
KOTOpOU He BbilIe ero RAL-ypoBHs.

Bo3MoxHBIE COOTHOIIIEHUST YPOBHEH MpeACTaBiICHBI B Ta0mwHIIe 1.

Tabnuua 1. CooTHomieHus: ypoBHe# npu BeinosHeHnn DML -onepanuit

RALRN WALnRN
RALu (urenue) RALu < RALn (3anmcs) RALu > WALnD
WALwu (MomuduKarys, yaaieHue) —
WALn < RALn

RALn - RAL-ypoBeHp pnoctyna mnonb3oBatens. WALn — WAL-ypoBeHb noBepus
[IOJIb30BATENsl Ha IOHM)KEHUE YPOBHS KoHpuaeHuuaiabHocTh. RALu — RAL-ypoBenb
gyreHus nHpopmarmu. WAL — WAL-ypoBeHb IEHHOCTH HJIM YPOBEHb JOCTYIIAa Ha 3aliCh
(MonmuduKanmio, ynajaeHne) nHpOpMaInu.

Kontponupytorcs 10 ypoBuelt noctyna (Homepa 1-10). Yposuu 11-15 3ape3epBrupoBaHbI.
Bcem co3znaBaembiM nosb3oBaresisiM bl o yMon4aHHIO yCTaHABIMBAETCSl YPOBEHb JOCTYyNa
0 (mpu3HaK OTCYTCTBUSI KOHTPOJIS 10 MaHAATHOMY JAOCTYIy, T.€. II0JIb30BaTE€Id HMEIOT
BO3MO)KHOCTh YMTaTh U MOJU(HUIMPOBATH BCE NOCTYMHBIE UM MO MAaHJATHOMY HPUHIUITY
KOHTPOJIS IaHHBIE).

Co3natp nonb3oBarenst ¢ npou3BobHBIMU RAL/WAL-ypoBHSIMH MOXXET TOJBKO CO3/1aTelb
Bb/I. Ocransuble apmunucrparopel b/l (mosnb3oBarenn kareropuun DBA) umeror mpaso
co3faBarh nojib3oBateneil bJ] (MmuM M3MEHATh UM ypOBEHb JOCTYINa) TOJBKO B Mpenenax
OTBE/IEHHBIX JTaHHOMY aaMuHucCTparopy RAL/WAL-ypoBHe#l (Ha uTeHHe — He BbIIIE, Ha
3aluch — HE HUKE).

ITonp30Barenb MOXET SIBHO 3aj]1aBaTh YPOBCHb AOCTYyIla BBOAUMBIX IAHHBIX, YKa3biBasd B
CITMCKEC anI/I6YTOB YPOBHH OOCTYyIa JJIs1 COOTBECTCTBYIOIIUX 3anuceit U noneu (HpI/I Oorcpanuunu
INSERT wim UPDATE).

14
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RAL-ypoBenb 1 WAL-ypoBeHb BHOCUMBIX JJAHHBIX OEpYTCsl KAK MAKCUMYM YCTaHOBJIEHHBIX
RAL-ypoBHs 1 WAL-ypoBH Ui KaHaJ1a/I0Ib30BaTENs], BHOCSILET0/M3MEHSIOLIETO JaHHBIE.

3amuiaeMbpie OObEKTHI: TOTB30BATEIH, TAOIHIIBI, CTONIOIIB, 3aMTUCH (BHOCATCS TP INSERT),

noJist 3anuceit (M3MeHsroTcs mpu UPDATE).

Mpumep

create if not exists level "NS" = 1;
create if not exists level "DSP" = 2;
create if not exists level "S" = 3;
create if not exists level "C" = 4;
create if not exists level "CC" = 5;

drop user Ul cascade;

create user Ul identified by '12345678';
grant dba to Ul;

alter user Ul level("S", "C");

! <MeTka »OoCTyIa> NOJb30BaTesa ##3#4.
username U1/12345678
| <Merka mocTymna> Tabmuusl ##3#4 (Hacjaemyerca oT <METKM OOCTyMIa>
cosmaTend) .
create or replace table TAB1 (id int, name char (10));
! <MeTka pmocTyla> pobapygeMol sammcu ##44#4.
! Mlonp30BaTEJIL MOXET BHECTM CTpoky ##4#4, T.x. RAL-ypOBeHb
nHQOopMaLMM COBIanaeT
c !'WAL-ypOBHEM IOJIb30BATEJIA.
! Ho y moJap30BaTejyid HEeT JOCTyIlla Ha 3amnmch B Tadbamiy, T.k. WAL-
YPOBEHb TabOJIMIIEL
Bele !RAL-ypPOBHSA NOJIE30BaTEJIA.
! ommbxa 1070
insert into TABl wvalues (101, "'newl');
! <MeTka pmocTyla> pobapygeMol sammcu ##3#4.
! Toslb30BaTEJyIb HE MOXEeT BHECTM CTPOoky ##3#4, T.x. RAL-ypOBEHb
MHOOPpMALIMM HMXE
!WAL-ypOBHSA IIOJIE30BATENA.
! ommbxra 1070
insert into TABLl##3#4 values (102, 'new2');
! ommbxa 1070
insert into TABl##4#4 values (103, 'new3');
username SYSTEM/MANAGERS

drop user U2 cascade;

create user U2 identified by '12345678';
grant dba to U2;

alter user U2 level("S", "DSP");
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| <MeTxka pmocTyIla> IOoJib30oBaTessa ##3#2.
username U2/12345678

| <MeTxa pmocTyna> Tabnamuel ##3#2.
create or replace table TABZ2 (id int, name char (10));
insert into TAB2##4#4 values (102, 'new2');

Nudopmaruss 06 ypoBHSX AOCTyma XpaHUTCS B CUCTEeMHOM Tabmune S$SS$SSLEVEL (cwm.

nokyMmeHT «CVYBJ[ JIMHTEP. Cucrtemnble TaOnuibl W MPEICTABICHUS, MOAPa3Ae
«$$SLEVELY).

YnpaBneHue ypoBHeM A0CTyna nosfib3oBaTenemn

Jns ynpaBieHus ypoBHSAMM JIOCTyIa Iojib3oBarened coszmpareneM bBJl ucnonb3yrorcs
CJIEYIOIIME 3aIPOCHI:

Co3paHue ypoBHA
[1] <co3manue ypoBHS>: :=
CREATE [IF NOT EXISTS] LEVEL <ums ypoBHsS> = <HOMEp YPOBH>

[2] <ums ypoBHS>: := uAeHTU(DUKATOP
[3] <HOMEp ypoBHS>: : = IEIOYUCICHHBIN JUTEpall B quana3one [1-10]
ITpumep.

create level L10 = 10;

B Hpumeuanue
Homep ypoBHSI MOKHO HCTIONIB30BATh B KAYECTBE HIACHTH(UKATOPA [P OTIPEAEIICHUHN TOCTYIIa,
Hanpumep, AA#10#2#3.

I'IepewmeHOBaHMe YPOBHA
[1] <nepeumeHOBaHHE YPOBHS>: : =
ALTER LEVEL <uwms yposass> SET <HOBOE MM YPOBHI>

BelnosniHeHNe TaHHOTO 3arpoca JOCTYIIHO TOJIBKO co3aareinto b/l
Ha3HauyeHue ypoBHS AocTyna nonb3oBaTesio

HasHaueHne ypoBHA JOCTyna IOJB30BATEII0 BO3MOXKHO 4YEpe3 KOMAaHIY OIPEIEICHUs
1oJb30BaTeNnss JM00 KOMaHAy MOAM(UKAIMM OIpEIeNeHHs MOJb30BaTeist C MOMOIIbIO
JOTIOTHUTENBHON KOHCTPYKIMU LEVEL (SRAL>,<WAL>):
[1] <na3HaueHHe ypOBHS IOCTYIIA IIOJIb30BATEIIO> : @ =
CREATE USER <ums nons3oBarens™> IDENTIFIED BY '<naposs>'
LEVEL (<RAL-ypoBenb>, <WAL-ypoBeHb>);
[2] <Ha3HaueHHE ypOBHS JOCTYIIA IIOJIb30BATEIIO> : @ =
ALTER USER <ums noss3oBareins>
LEVEL (<RAL-ypoBenb>, <WAL-ypoBeHb>);

[Tpon3BoibHBIE YPOBHU JOCTYIAa MOXKET Ha3HAYaTh/U3MEHSITh TOIBKO co3aarenb b/l, mpoure
nonp3oBarenu bJ] MoryT HazHauaTh/U3MEHSATh YPOBHHU JJOCTYTIA B MpeieiaX Ha3HAY€HHBIX UM
YPOBHEHM.

[Tpumepsl.

create user a identified by '12345678'
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level ("COB.CEKPETHO", "IJI CJI.IIOJIL3OBAHUA") ;
alter user b level ("COB.CEKPETHO", "IIJIsd CJI.IIOJIL3OBAHUA") ;

YnpaBneHune ypoBHeM AocTyna K Tabnuue
B oneparopax ALTER TABLE u CREATE TABLE MOXHO yKa3aTb YPOBEHb JOCTyIa IS
BCel TaObnmuIlbl uepe3 KOHCTPYKUUI0 LEVEL (<SRAL>,<WAL>), HalIpuMep:

create table t (h INT, j char(10))
level ("COB.CEKPETHO", "IIJI CJI.IIOJIL3OBAHUA") ;

B Hpumeuanne
3aHpeIlIeHO CO34aHUC T36JII/ILILI C BBICOKMM YPOBHEM CCKPCTHOCTU HA yCTpOﬁCTBe C HU3KUM
YPOBHEM CEKPETHOCTH.

YnpaBneHue ypoBHEM AOCTYyna K cTonoLy Tabnuubl

B oneparopax ALTER TABLE u CREATE TABLE MOXHO yKa3aTb YPOBEHb JOCTyIa IS
cTonb1a yepe3 KOHCTpYKIUo LEVEL (SRAL>,<WAL>), HalIpuMep:

create table t(h int
level ("COB.CEKPETHO", "IJId CJI.IIOJIB3OBAHMA"), J char(10));

Ecimm st TaGiuipl 3a/laHbl YPOBHM MaHJIATHOTO JOCTYMA, a JIIs KaKHX-TO €€ CTOJIOIOB
HE 3aJlaHbl, TO YPOBHU MaHAATHOTO JIOCTYIa TaKHX CTOJOLOB OepyTCs paBHBIMU YPOBHSIM
JIOCTYTIa TaOJHIIBI.

lNMpeactaBneHue rpynn u yposHeu B SQL-
BblpaXXeHUAX

Bermie 06110 OnpeienieHo, 9To MeTKa TOCTyma (MIIM METKa MOJIb30BaTelIs) BCETIa COCTOUT U3
TpeX COCTABIISIIONTUX: HOMepa (MM UMEHH ) TPYTIIBI M IBYX HOMEPOB (MMEH) ypOBHEH TOCTyTa
(RAL, WAL):

[1] <wmetka goctyma>: : = #[[*]<rpymma>]#[[*]<RAL>]#[[*|<WAL>]

<MeTKa HOCTyIla> MOXET CONMPOBOXIATh KaK BCIO TAONMILy (3amuch TaOJUIILI), TaK U
cTober TadnuIpl (TI0JIe 3aICH).

Koncrpykius Buna ### mpucBauBaeT MO0 METKY JOCTyHa TEKYIIero MOoJb30BaTels, a
KOHCTPYKIIHS BUIa #*#*#* ocTaBiseT METKy OCTyMa Mojis 0e3 N3MEHEHUSI.

[Tpumepsr.

update TEST set i###=200 where i=3;
update TEST#*#*#* set 1i=200 where i=3;
update TEST#*#"ICIH"#* set 1=200 where 1i=3;

I'Ionyqu ne MHCbOpMaU,MVI O MeTKaX AocCcTtyna
Jnst nonmy4denus nHGopMay 0 METKe JTOCTyIa UCMOb3yeTcst BcTpoeHHas B SQL gpyHkuus.
CuHTakcuc

SECURITY({*|<uma cTon6ua>},{R'|W'|G"});
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OnucaHue

I) 'R'" | '"W' | 'G' — THO YacTH METKHU JIOCTYyTa WIHM yYKa3aHUE IS BbIJAYu 3HAYCHUHN
RAL, WAL 1 GROUP COOTBETCTBEHHO;

2) ¢yHKIMS BCeT/Ia BO3BpaAIllaeT 3HAUCHUE TUTIA integer, sSBIISIOIIeeCs 3HaYCHUEM YKa3aHHON
yactu MeTKu. [Ipu 3Tom ecrnu:

* B KauecTBE IMEPBOro NapameTpa ynoTpeOsieH CUMBOJ 3Be3/0ouka (*), TO pe3yiabTaToM
¢byHKIMU OyIeT ClIy)KUTh 3HaYCHHE YKa3aHHOW (BTOPHIM MapaMeTpOM) YacTH METKH
TeKyILIeHl CTPOKH;

* B Ka4ecTBE MEPBOTO MapameTpa yHnoTpeOIeHO UMs CTONONa, TO pe3yabraT (pyHKIHHA —
3HaYE€HHE YKa3aHHOW 4acTU METKU COOTBETCTBYIOLLETO CTOJ0LA TEKYLIEH CTPOKH.

3) dyHKIUI0O MOXKHO HCIIONB30BaTh B Tex Mecrax SQL-3ampoca, e mo CHHTaKCUCY
JIOTTYCTUMO HCHOJb30BaHUE CKASIPHON (YyHKIUMU. OTO MOXET ObITh TMOTy4YeHHE
cnpaBouHoil nHpopmaruu — Ha Beixoge SELECT-3anpoca wim B HTOMCKOBOM YCJIOBHH (B
WHERE-npennoxenun).

SELECT-BbIpaxeHus

Kpome Bermeonmcannoit gpyakmun SECURITY B SELECT-BbipakeHUSIX HET CIIEIIHAIBHBIX
BO3MO)KHOCTEH JUISI MCIOIB30BAaHUS METOK, KOH(PHUISHIIMATHLHOCTH U TIp. Bee melcTBus 1o
npoBepke noctyna npoussoadarcs aapom CYBJ[ JIMHTEP npo3pauno 1 monb30BaTes.

B Hpumeuanue

Boimonnsss nmouckoBele omnepanuu, sapo CYBJ[ Oymer mpuHMMare BO BHHUMAHUE TOJIbKO
AOCTyIHBbIe (BUAMMBbIE) TOIH30BATENI0 JaHHbIE. TakuM 00pa3oM, y KaKJOTrO IOJIb30BaTeIIs
OyZeT CBOe MPEACTaBICHUE O COJEPKAHUM TaHHBIX B b/ nin ee Tabnuiax.

CrnenoBaTenbHO, CyOBEKTHI, OOJMUEHHBIE OONBIIMM JOBEpHEM, OyayT BHAETH OOJbIIE
UHPOPMAILIUK TaM, TIe Jpyrue MOJIb30BaTeNH HANAYT JUIIb HEOONBIIYI0O YacTh JAAHHBIX
(IOCTYyIHBIX UM).

OpHako ecnv Ipu BBITOJHEHHM IOMCKOBOM OIEpaluy BCTPETHJIACh CEKPETHAs 3aIucCh,
YIOBJIETBOPSIOIIAS. YCIOBUSAM IIOMCKa, HO HE COOTBETCTBYIOIAs YPOBHIO JOCTYIa
MOJIb30BATENIA, Takas 3aluCh HE WIHOPUpPYETCA, a Bblmaercs koj 3aBepuieHus 1070
(HapymeHre MaHOAaTHOT'O OOCTyIa).

31ech HUCKIIIOYEHBI BCE BO3MOXKHBIE, Ja)Ke KOCBEHHBIE, Ja3eMKH, Tak KaK MpaBUIIO
BUJMMOCTH KacaeTcsl U TaKuX KOHCTPYKIUH, Kak arperatHbie GpyHkiuu. Tak, uHpOpMarus
O MUHUMAJIbHOM 3HAUEHHM JAHHBIX KaKoro-iubo crtonbia OyneT BbIJaHA, UCXOAS W3
JOCTYTIHOTO TI0JIb30BATENII0 MHOXKECTBAa 3Ha4eHUH 3Toro crombua. To ke kacaercs u
OCTaJIbHBIX arperarHeix QyHKIui (MIN, MAX, AVG, COUNT u ap.).

UPDATE, INSERT u MERGE onepaTtopbl

<MeTka IOOCTYyIla> BITHX OMEPaTOpax MOKET OTHOCUTHCS KakK KO Bcel Tabmulie (CTpoke),
Harpumep,

insert into auto<merxa gjoctTyna> values (...);

TaK U OTACIBbHBIM IIOJIAM, HAITPHUMED,

insert into auto (PersonID<merTka pmocTyna>) values (10000);
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B NEpBOM CJIyda€ CHHUTACTCHA, YTO MCTKa NOCTYyIla OTHOCHUTCS KO BCeil CTPOKEC, BO BTOPOM —
TOJIBKO K YKa3aHHOMY IIOJITO.

Ecnu nmpomymieHa <meTka JOCTymna> CTPOKH, TO MO YMOJIYaHHUIO Tpynmna OepeTcs paBHOMN
rpynne nosb3osarend, a RAL-ypoBens 1 WAL-ypoBeHb yCTaHaBIMBAIOTCS KaK MaKCUMYyM
RAL-ypoBHs u WAL-ypoBHs nons3oBarens. T.e. ayisg noas3zoBarens Ul ¢ <meTko# nocryna>
#1#5#1 BHOCUMBIE UM JJaHHBIE OyAyT UMETh <METKY JlocTymna> #1#5#5.

Ecin B xoHcTtpykumn UPDATE g crpokum wmnm ans moias <MeTKa JIOCTyNa> He
yKa3aHa, OHa OCTaeTcsi TOW Jke, 4TO ObUIa /10 KOPPEKTUPOBKU CTPOKU (IOJIs), TPHU
YCIIOBUM, YTO OIPEIEISAEMBI €10 YpPOBEHb IOCTYyNA Pa3pelleH I0JIb30BATEI0 Ul 3TOU
onepauuu. B nmpoTtuBHOM ciydae (kKorjga, HarpuMep, CEKPETHBIN IMOJb30BATENIb MEHSET HE
CeKpeTHbIE JaHHbIe 0e3 yKa3aHus ypoBHEH) BbaaeTcs Koa 3asepiuenus 1070 (Hapymenme
MaHIaTHOT'O IOCTyIla).

Ecnn 3anana <meTka A0cTyna> Moisi, TO pe3yJbTUPYIOIINN YPOBEHb JOCTYyNA JUIs OIS U JUIs

3allUCHU YCTAHABJIMBACTCA KaK MAKCUMYM ypOBHCfI 3aIlliCu " IOJIA.

ITpumep.
create if not exists level "NS" = 1;
create if not exists level "DSP" = 2;
create if not exists level "3S" = 3;
create if not exists level "C" = 4;
create if not exists level "CC" = 5;

drop user Ul cascade;

create or replace user Ul identified by '12345678';
grant dba to Ul;

alter user Ul level("CC", "NS");

username Ul/12345678
! <MeTka pocTyna> Tabmamusl ##5#1
create or replace table tabl (id int LEVEL("CC","C"), name
char (10)
LEVEL ("CC","C")) ;

! <MeTka pocTymna> szanucu/nosent ##4#4

insert into TABL##"C"#"C" (ID##"C"#"C",NAME##"C"#"C") values
(101, "gwerty"');

! <MeTka pocTymna> szanucu/nosent ##4#4

insert into TABL##"S"#"S" (ID##"C"#"C",NAME##"C"#"C") values
(102, "abed'") ;

! <MeTka pocTymna> szanucu/nosen ##4#4

insert into TABL##"C"#"DSP" (ID##"C"#"C",NAME##"C"#"C") values
(103, 'zzzzzzzz");

insert into

! <MeTka pmocTymna> szanucu/mnosein ##5#5

TABL (ID##"C"#"C",NAME##"C"#"C") values (104, 'new');

! <MeTka pmocTymna> szanucu/mnosein ##5#5
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insert into TABl values (105, "new2');

B Hpumeuannus

1. Ecnu myist oGHOBIIsIEMO TaONHIIBI 3a/1aH TICEBIOHUM, TO CrienU( UK MaHIaTHOW 3aIUThI
JIOJDKHA CTOSTH ITOCJIE 3TOTO IICEBIOHNUMA.
update <ums Tabmnier>[AS <ncesnonum>| [#[<rpynna>|#[<RAL> |#<WAL>]]

2. Ilpu no6asneHnuu HOBO# 3armucu ¢ BLOB-3nauennsimu Bcrabka BLOB-3HaueHuii cunraercs
OTJIEIBHOM omeparuedt u B cinydae, ecinu B pexxume AUTOCOMMIT ommbka mpou3oiaér
nipu BctaBke BLOB-3HaueHuid, To oTkata 700aBIEHUS 3aMCH HE MPOU30UIET.

YHpaBneHMe MaHAaTHOM 3alMTOU Ha ypoBHEe cecCuun

s Toro 4ToOBI HE yKa3biBaTh Ipynmy, RAL u WAL B KaxaoM INSERT- unu UPDATE-
3arpoce, BBIIOIHAEMOM I0JIb30BATEIEM B TEKYIIEH CECCUU, MOKHO MCIOJIb30BATh KOMAHY:

SET SESSION DEFAULT SECURITY #[<rpymma>#[<RAL>J#[<WAL>];

KomManga pacrpoctpaHsieTcsi Ha BCe OTKPBIThIE JOUepHHE KaHalbl (KOTOpbIE YK€ OTKPBITHI
paHee Uiy OyIyT OTKPBITHI BIIOCIIEICTBUN).

[Tpumep.
create level "NS" = 1;
create level "DSP" = 2 ;
create level "C" = 3;
create level "CC" = 4;

drop user "TEST" cascade;

create user "TEST" identified by '12345678';
grant DBA to "TEST";

username TEST/12345678

create or replace table a (i int, J int);
! TEST FOR 'INSERT'

insert into a wvalues(1l,1);

username SYSTEM/MANAGERS

alter user TEST level ("DSP","DSP");
username TEST/12345678

insert into a values(2,2);

lok

set session default security ##C#C;
insert into a wvalues(3,3);

lok

set session default security ##CC#CC;
insert into a values(4,4);

12 rows

select security(*,'R'),security(*,'W') from a;
username SYSTEM/MANAGERS

alter user TEST level ("CC","CC");
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username TEST/12345678

'4 rows

select security(*,'R'),security(*,'W') from a;
! TEST FOR 'UPDATE'

update a set 1=10,3=10 where i=1;

'4 rows

select security(*,'R'),security(*,'W') from a;
lerror: MandatoryViolation

set session default security ##NS#NS;

SET SESSION SECURITY #[<rpynna>#[<RAL>J#[<WAL>];

B ortimuune ot xomanasl SET SESSION DEFAULT SECURITY, mannast koMaHa BIHASIET
He Ha MmeTku noctyna B INSERT- wim UPDATE-3ampocax, a ycTaHaBIMBAaeT B KaHale
METKY JocTyna Juist paboTsl ¢ oobekTamu BJ] — Tabnuuamu, npencraBieHUsIMH U T.1. (110
YMOIJTYaHHUIO 3Ta METKa OepeTcs paBHOW METKE ypOBHs MOJIb30Bares). T.e. ¢ MeTKOM TocTyma,
YCTaHOBIIEHHOM KOMaH/I0H set session security, OyayT BHITOIHATHCS JIIOOBIE 3aIIPOCHI [0 TOMY
kaHairy. Komanaa Takke pacnpocTpaHseTcs Ha Bce JoUepHUe KaHaJIbl (KOTOPBIE YKE OTKPBITHI
panee uiu OylyT OTKPBITHI BIIOCIEICTBUH).

YcranaBnMBaeMblii KOMaHAOH YPOBEHb UTEHUS JIOKCH OBITh HE OOJBINE YCTAHOBJICHHOTO
B KaHaJle YPOBHS 4YTeHHs (IO yMONYaHUIO OH Oepercs paBHbIM RAL-ypoBHIO pocryma
MOJIb30BATEJIs).

YcraHaBnuBaeMblii KOMaH/I0M ypOBEHb 3alIUCU JIOJDKEH ObITh HE MEHbBIIE YCTAaHOBJIEHHOTO
B KaHaje ypoOBHA 3amucu (M0 yMoil4aHHMIO OH Oepercsi paBHbIM WAL-ypoBHIO AocTyna
MOJIB30BATEJIs).

Jns komang SET SESSION DEFAULT SECURITY u SET SESSION SECURITY MoxHO
IIPOITYCKATh 3a/IaHKE IPYIIIBI U YPOBHEH.

[Tpu nomeiTke cmensl rpynmbl B koManae SET SESSION SECURITY Oyxer BblgaH Koj
3apepuieHus 1070 (Hapymenme wMaHmaTHOTO mnocTyna) (T.K. B Ipyroi rpyrre Mbl
paborats He MoxkeM), x0T st komanabel SET SESSION DEFAULT SECURITY Ttakoit kox
3aBeplICHUs BblaBaThcs He OyzeT (T.K. Mbl MOkeM BHecTU b/l naHHbIe 1)1 Apyroi rpymmsl).

[Tpumep.
create if not exists level "NS" = 1;
create if not exists level "DSP" = 2;
create if not exists level "3S" = 3;
create if not exists level "C" = 4;
create if not exists level "CC" = 5;

drop user Ul cascade;

create user Ul identified by '12345678';
grant dba to Ul;

alter user Ul level ("CC", "NS");

username U1/12345678
drop table TAB1 cascade;
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set session security ##4#4;

ommbra 1022

create table tabl (id int, name char(10)) LEVEL("NS","NS" );

ommbBra 1070

set session security ##4#3;

ommbra 1070

set session security ##5#4;

omMOKIM HEeT

set session security ##3#4;
create or replace table tabl (id int, name char(10));

username Ul1/12345678

<MeTka mDocCTyIa> sanmcu/rnoisenn ##3#4

insert into TABl##3#4 values (104, 'newd');
<MeTka @pocTyrna> sanmcu/nosenn ##4#4

insert into TABl##4#4 values (105, 'new5');
set session security ##5#1;

<MeTka @pmocTyna> sanmcu/noseirr ##5#5

insert into TABl values (106, "newo');

MapkKknpoBKa OKYMEHTOB

ComnacHo apxutekrype OoTkpoIThiX cuctem, CYB/] JIMHTEP He mmeer cpeactB BhIBOJA
nHpopmaruu Ha gokymeHThl, oqHako JIMHTEP npenocTasiseT pa3paboTuyuKy MPUIOKEHUS
BCE BO3MOYKHOCTH JUIsI pean3aliiii MapKupPOBKH JIOKyMEHTOB.

Oynkiusa SECURITY, onucaHHas BbINIE, 00€CIIeYnBaeT HE TOJIBKO MOYYCHUE CIIPABOYHON
nH(OpMaIuu 111 aIMHHUCTPATOPA CPEACTB 3aIUTHI, HO U SBIISIETCS TIIABHBIM HHCTPYMEHTOM,
MTO3BOJISIONIM MPUIIOKEHUIO MAPKUPOBATh IOKYMEHTHI (BBIBOIUMBIC JaHHBIE).

Ha camom nerne, maBHYIO poJib IPU MapKHPOBKE HIPAET YPOBEHb KOHQPHUIECHIHMAIHLHOCTH
(ureHus1) — RAL-ypoBEeHb MOIy4YaeMbIX JAaHHBIX. [Ipu monydyeHun pa3HOypOBHEBBIX (IO
RAL-ypOBHIO) JJaHHBIX MAapKHUPOBKa IOKyMEHTOB JIOJIKHA OCHOBBIBATHCS HA YPOBHE CaMbIX
KOH(UACHIMAIBHBIX U3 HUX, T.€., HA MAKCHMaJbHOM YPOBHE MTOJYyYEHHOH HH(pOpMAIIUH.

CnenoBarenbHO, IPU MapKUPOBKE JTOKYMEHTOB OCHOBHBIM amlapaToM IpOrpaMMHUpPOBaHUs
npuioKeHus cranet Gpynkuusa SECURITY (..., 'R').

KoHTponb goctyna K B[l ¢ ceTeBbIX CTaHUUN

CVYB]/] JIMHTEP npencrasisier cob60oii MHOTOMONb30BaTeNbCKyl0 cuctemy. Ilonb3oBarenu
MOTYT MOJYy4aTh yAaJeHHBIH JocTyn K Bl ¢ pa3nuyHBIX CETEBBIX TEPMHUHAIBHBIX CTaHLMH
(ynaneHHbIX MoOJNb30BaTesbckuX KommbroTepoB). CYBJ[ JIMHTEP otnuuaer pa3nuyHble
CTaHLIMM CETH 10 UX MPOTOKOJY O0MEHa JaHHBIMU U YHHMKAJIBbHOMY CeTEeBOMY aJpecy B
IIpelenax OAHOro MPOTOKOJA.

CYB/I JIMHTEP no3BossieT aAIMUHUCTPATOPY CUCTEMBI O€30TIaCHOCTH PETyIMpPOBaTh AOCTYII
none3oBareneit k BJ[ mo cruegyromuMm KputepusiMm (B MOPAIKE OYEPEAHOCTH KOHTPOJIS
JIOCTYTIA):

1) mo BpeMeHu pabOThI MOJIL30BATENS;
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2) MO KOJMMYECTBY OJTHOBPEMEHHO aKTUBHBIX JIOTHYECKUX coenuHeHui Kk b/[;

3) MO CIUCKY pa3pelIeHHbIX IJIs JOCTYIa CTAHIINIM;

4) 1o ypoBHSIM JOCTYTIa;

5) Mo CHCKY pa3pelIeHHbIX IS TOCTYyIIa TPYIIIL.

OCHOBOIIONIATAIONIMM MTOHATHEM B IPOIECCE COTIOCTABICHUS TOJIB30BATENs C YCTPOHCTBOM

sBisieTcs mousaTue cemesou cmanyuu. Cereoit crannueit CYBJ] JIMHTEP cunraet nmro6oit
KOMIIBIOTEP, UMCIOITUH YHUKATBHBIA UICHTU(DHUKATOP — aJpecC B CETH.

CYB/J JIMHTEP nongaepkuBaeT HECKOJIBKO TUIIOB CETEH, UTO TPEOyeT pa3IMUYHOIO MOAX0a
K UHTEPIIPETALIMU CETEBBIX aJIPECOB.

Paccmotpum cTpyKTypy ceTeBoro ajapeca. B obiieM ciyyae ceTeBoi apec COCTOUT U3 adpeca
noocemu (YHUKaJIBHOTO B TIpeJieiaX BCCH CETH) U adpeca cmanyuu (YHUKAJIBHOTO B Mpeeiax
noacetn). CYBJ JIMHTEP mno3Bonsier ynpaBisTh IOCTYNIOM, KaKk Ha ypOBHE KOHEYHOM
CTaHLMU, TAK U HA YPOBHE NMOACETH. B mocienHeM cityyae orpaHu4eHMs], HaJI0KEHHBIE Ha BCIO
MIOJICETh, BIUSAIOT U HAa BCE CTAHIINH, PACIIOJIIOKEHHbBIE B JAHHOM MOJCETH.

Kaxnpriit cereBoit anpec B CYBJl JINMHTEP xapaktepusyercs cieayomuMu napaMmeTpaMu:

* THI ceTH (OmpeensieT BHyTPEHHIOI CTPYKTYPY aapeca);
* TN ajpeca (yKa3bIBaeT HA MOACETh WIIM KOHKPETHBIN y3el);

* azpec B ceTH (COOCTBEHHO CETEBOI apec, B 3aBUCUMOCTH OT THIA CETH, MOXKET BKIIIOYATh
a/ipec MOJCETH, a MOXKET HE BKJIIOYATh €r0);

* Macka pa3pelIeHHBIX Tpyni (CTaHAapTHAsi OMTOBas Macka, OMKCHIBAIOIIAS, PAa3pelleH JIn
JOCTYI IaHHOM TPYMIIbI K CTAHINH);

* YpOBEHb MaHAATHOTO JOCTymna (MpOBEPSETCS BO3MOXKHOCTH TOJB30BATENSl BBIOJIHSTH
COOTBETCTBYIOIIIKME OTIEPAIIMH 110 OTHOIIEHHUIO K JJAHHOW CTAHIINH);

* Macka pa3penIeHHOT0 BPEMEHH J0CTyIa (C TOYHOCTHIO JI0 MoTydaca OMHCHIBACTCS BPEMSI,
pa3perieHHoe ISl JOCTYIa CO CTAHIIHH).

Co3aTh HOBYHO CETEBYIO CTAHIMIO (M3MECHUTH XapaKTEPUCTUKH CYIICCTBYIOIICH) MOXKET
TOJILKO aJMUHHCTpATOp Oe3omacHocTu b/I.

HpaBo Ha JOCTyll C KOHKpCTHOﬁ CETEeBOM CTaHIIMU MOXCT OBITE Mpeao0CTaBIICHO
AJIMHUHUCTPATOPOM 0E€30IaCHOCTH.

Jlnst 1oKanbHOM ceTH, B KOTOPOIl Bce CYLIECTBYIOIINE CETEBbIE CTAHLIUU (M J0OaBiIsieMbIE B
Oyay1ieM) HaXoJsATCA B IOBEpEHHOM OKpyxkeHHH B pamkax OC u ceTH, 10CTyl MOXET ObITh
IIPEIOCTABIIEH KO BCEM CETEBBIM CTAHIMAM JINOO cpa3y BCEM TEKYLIMM M MOTEHIMAIbHBIM
nosib3oBaresisiMm CYB/I, 1160 onpeneneHHoM rpyIine TeKyIuX Moab30BaTee.

HpI/I IpEeaOCTABJIICHUU IIPpAaB MOT'YT OBITH YCTaHOBJICHBI BPDECMCHHBIC OI'PaHUYCHUA JIS JOCTYIIa
JAaHHOTI'O ITOJIB30BAaTCJIA C KOHKpCTHOﬁ CEeTeBOM CTaHLINH.

IIpu nomnbITKE YycTaHOBIEHMsI coequHeHus noacucrema 3amutbl CYBJl BbmonHseT
CHEAYIOIIUE NCHCTBUSA:

1) mpoBOAMT CTaHJAPTHBIE MPOBEPKU UICHTU(UKALIMY U ayTEHTHU(PHUKALIUY TT0JIb30BaTEIs;

2) npoBepsieT HAIMYKUE Yy TOIb30BaTENs KaTeropuu Connect;

3) mosydaeT y OMEepallMOHHON CHUCTEMBI THUIl CETH M aJpec CEeTH — MCTOYHHUKA 3ampoca Ha
YCTaHOBKY COEUHEHMUS;

© AIMUHHMCTPHPOBaHUE KOMILTIeKca cpeAcTB 3amuThl AaHHBIX. AO HIIII «PEJIDKC», 1990-2024 23



APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

4) mpoBepsieT, OTpaHWYEH JH JOCTYN JJig JAHHOTO ToNib30BaTens (10 BpPEMEHHBIM
MOKa3aTessiM);

5) mpoBepsieT, CyIIECTBYeT JM /s AAHHOIO IOJb30BaTeNsl CIHCOK pa3pelleHHBbIX WIN
3anpenieHHbIX CETEBBIX CTAHITUI;

6) eciu Tako CIUCOK CYIIECTBYET, TOJIBEPraeTCs MPOBEPKE COBMAIEHUE METOK J0CTYTIA st
MOJIb30BATENSl U Pa3pelIeHHON CTaHIMK (TPYyIINa MOJIb30BaTelNs I0JKHA COJEepKAThCs B
MacKe TPyl M0JIb30BaTeNel y CcTaHIMi; RAL-ypOBEHb 0JIb30BaTElIs He J0JKeH ObITh
Bbillle RAL-YpOBHS CTaHIIMU, WAL-YpOBEHb IOJIb30BATENIS He J0JIsKeH ObITh HUKe WA L-
YPOBHS CTaHINH);

7) Ipy YCHEIIHON MpOBEPKE paccMaTpUBAETCSd BO3MOXKHOCTb JIAHHOTO I10JIb30BaTENs
paboTaTh ¢ 3TOH CTAaHIIMU B TEKYIIUA MOMEHT BPEMEHH;

8) ecnu 3ampenieHHbIX KOMOMHAIMN HE 00HAPYKEHO, JOCTYIT pa3perraeTcs.
Nudopmaruss 0 ceTeBBIX CTaHIUAX XPAHUTCS B CHUCTEMHOM Tabmume S$S$SSSTATION

(cm. moxkyment «CYBJ JIMHTEP. CuctemHble TaOMUIGI W MPEICTABICHUS», TOAPA3AEI
«$$SSTATIONY).

NMst ctanmuu mpencTaBiseT co00W HACHTH(PUKATOP, KOTOPHIA MOXKET HCIIOIh30BaThCS
aMUHUCTPATOPOM OE30MACHOCTH IS pa3pelieHus (3amnpenieHus) J0CTyma Mojib3oBaresei ¢
JTAaHHOTO YCTPOMCTBA.

XapakTepUCTUKH CTAHIIMM BKJIFOYAIOT:

* o011ee YMCIIO HEYCIEIIHBIX MOMBITOK 00pallleHusl CO CTaHIUY;

* TEKyILlee YUCIIO HEYCIEIIHBIX MOMBITOK OOPAIEHHUs CO CTAHLIUY;

* (mnaru noctyna (FocTyn 3anpereH, TpedyeTcs MpoBepKa IPYIIIHI);
* YPOBHH JIOCTYIIa C YCTPOMCTBA JUIsl MAaHAATHOTO JOCTYTIA;

* Macka pa3pelICHHbBIX JIs1 JOCTYyIIa IPYIIIL;

* Macka BPEMEHHOTO JIOCTyma: OMTOBOE IOJIe Pa3pelIeHHOTO BPeMEHH PabOThI CO CTAHIHH
(C TOYHOCTBIO JI0 TIOJTyYaca Ha HEeJIeI0);

* BpeMs IOCIEIHErO HEYITaYHOr0 I0CTYIIA;

* BpeMs MOCIEIHErO YCIEIIHOIO I0CTYIIa;

* JlaTa ¥ BpeMs, HaUMHas ¢ KOTOPOTo JOCTYI C JAHHOM CTAaHLIMU pa3peruaeTcs;
* JlaTa ¥ BpeMs, 0 KOTOPOro JOCTYIl C JAHHOW CTAHIMU Pa3pEIIACTCS;

¢ MackKa pa3spClICHHbIX AJIA A0CTYyIIa I[Heﬁ HCACIIN.

VYpOBHU MaHJIaTHOTO JIOCTYIA JJIsi CETeBOM CTaHIMU MPEACTaBISAIOT coOOM /Ba uncia (co
3HaYeHUsMH U3 oTpeska [1-10]).

Macka pa3pemeHHbIX I JOCTyIa TPYIII MPEJCTaBIsSeT cO00i OUTOBYIO MacKy u3 256 Our,
nepBbie 250 OUT KOTOPOH KOTUPYIOT pa3pelieHrne COOTBETCTBYIOIICH TPYMIbI HA JTOCTYM K
CTaHIIMH.

Jlara u BpeMs1, HAYMHAsI C KOTOPOTO JIOCTYTI C JAHHOM CTaHIIUK pa3pemacTcs, NPeaCTaBIsSIOT
co00# OJTHOCTOPOHHEE OTPAaHUYCHHUE Ha ATy Hayalla pa3perieHst TOCTYIa ¢ JaHHOW CTaHIINH.

JlaTa u BpeMs1, HaYMHAs ¢ KOTOPOTO JTOCTYT C JAHHOW CTAHIIMH 3aIlPEIIaeTCs, IPEICTaBIISIOT
co0o0l 0OTHOCTOPOHHEE OTPAaHUYCHHE HA JIaTy MPEKPaIeHUs JOCTYIa C JAHHOW CTAHIIUH.
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Macka Pa3pCIICHHBIX JIA AOCTYyIa JHEH Hemelu MMpEaACTaBIISICT coboit 6I/ITOBYIO MacCKy
Pa3pCIICHHBIX UIA JOCTYIIa JHEH HeaelH.

Co3paHuel/ypaneHne ceTeBOU CTaHUMMU

[lepen ucnonp3oBaHWEM CTaHIIMK €€ HeoOxoaumo crenarh noctynHoit s CYB/ JIMHTEP.
OT0 MOXHO CJIeNIaTh IBYMS CIIOCOOaMH:

1) co3nark cranuio (SQL-cuHTaKcHC IPUBEAECH HUKE), T.€. BKIIFOUYUTH €€ ONMCAHUE B CIIUCOK
cTaHUu# (B cUCTeMHYI0 Tabmuiy $$$SSTATION);

2) nepesectu CYBJl JIMHTEP B pexum OecnpensiTCTBEHHOW pabOThl C HEU3BECTHBIMHU
CTaHLUSAMH (KaK YK€ YCTaHOBJICHHBIMH B CETH, TaK W J00aBISEMBIMH B OymyIieM)
(UNLISTED STATION). Ilpeanonaraercsi, 4To BC€ TakM€ CTaHLMM BXOIAT (U OyayT
BXOJ/IUTh) B IOBEPEHHOE OKpykeHue B pamkax OC u cerTu.

Jns ynpaBneHus paboyuMMM CTaHIUSAMH co3zaaresneM b/l ucnonb3yrores cieayromme
KOMaH/BbI:

1) co3nanue cTaHIuH:

[1] <co3manume craHuMm>: :=
CREATE [IF NOT EXISTS] STATION <uwms cTaniummn>
PROTOCOL <ceTteBoi IpOTOKOI>
ADRESS <aapec cranmum>

[LEVEL (SRAL><WAL>)]

[<pabouece Bpems>];
[2] <wums cTranuup™>: : = <ugeHTU(UKATOP>
[3] <cereBoi MPOTOKOI> : : = <CHUMBOJIbHBIN JIUTEpAT>
[4] <ampec craHuuu>: : = <CUMBOJIbHBIN JIUTEpAT>
[5] <RAL>: := <unentuduxarop>
[6] <WAL>: : = <unentuduxarop>
[7] <paGouee Bpems>: : =

{ENABLE | DISABLE} LOGIN
{ALWAYS | <rpadux no BpemeHr>|<rpadux mo JaHsm>}
[8] <rpadwuk mo BpemeHu>: : =
FROM <Bpewmst Hayaia pabOTb>
TO <Bpems oxkonuanusi paboTer>[FOR <mHu paboTer>]
[9] <rpadwuk mo gHIAM>: : =
{SINCE <nara nayana>}|{UNTIL <mata okoHyaHus>}
[10] <Bpems nauana padotsr>: : = 'HH:MM'
[11] <Bpems okonuanus paboter>: : = 'HH:MM'
[12] <mHu paboTer>: : =
<neHb Henenw> {[,<meHb Hemenn>] ...}
[13] <aenb HEmenn™>: : =
'MON''TUE'|'WED'|'THU'|'FRI'|'SAT'|'SUN'
[14] <para Hauana>: := 'DD.MM.YYYY'
[15] <parta okonuanus>: := 'DD.MM.YYYY'

Onuus IF NOT EXISTS OTMEHSIET BBIIIOJIHEHUE ONIEPaTopa, €Clv yKa3aHHAsl CTAaHLUS YxKe
3apeructpupoBana B b/I.

2) ynaneHue CTaHIIUH:

DROP STATION <mmsa cTaHLmm>;
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M3meHeHUe napaMeTpoB CeTeBOW CTaHUUN

[Tpu HEOOXOAMMOCTH MMapaMeTPhl CTAHIIUKA MOYKHO U3MEHHUTH ¢ TOMOIIBI0 SQL-nipenoxenHus
ALTER STATION, KOTOPOE UMEET CIECAYIOIINI CUHTAKCHUC:

ALTER STATION <umsa cranumr> [SET <HoBoe mumsa cranHimm>]

[LEVEL(<RAL>,<WAL>)] [<pabouee Bpemsa>];

YHpaBneHMe AOCTYNOM K CTaHUUUN

3anpoc:

GRANT ACCESS ON UNLISTED STATION TO {<umsa rpynmner> | ALL};

paspernraer paboTy CO BCEX TEKYILIMX M BHOBB JI00aBISIEMbIX CTaHLUM, KOTOPbIE HAXOAATCS
B JIOBEPEHHOM OKpykeHuu B pamkax OC u cetu nmbo BceM monb3oparens CYBJ] JIMHTEP,
7100 TOJBKO MOJIb30BATEISAM YKa3aHHOM TPYIIIIBI.

3anpoc:

REVOKE ACCESS ON UNLISTED STATION FROM {<umsa rpynner> | ALL};
3amperaeT padoTy C TEKYIIMX W BHOBb JOOABISIEMBIX CTaHIUN, KOTOpPbIE HAXOMSATCS B
noBepeHHOM OKpyxeHur B pamkax OC u cetu nubo BceM nonb3oBatens CYB/] JIMHTEP,

1100 TOJBKO IOJIH30BATEIISIM YKaBaHHOﬁ TPYIIIBI.

Crnenytomiue 1Ba 3arnpoca Mo3BOJSIOT aAMUHUCTPATOPy 0€30MaCHOCTH YIPABISATH JOCTYIIOM
C CeTEBBIX CTAaHIUH AJIs1 UACHTU(DUIUPOBAHHBIX CTAHIIHH.

GRANT ACCESS ON STATION <umsa crauumm> TO {<umsa rpynmne> | ALL};
REVOKE ACCESS ON STATION <umsa crauumum> FROM {<umsa rpynner> | ALLY;

SQL-nmpennoxenne GRANT ACCESS pazpemaer A0CTyH A IPyHNbl ¢ UMEHEM <M
T'PYIINE> UM AJIS BCEX I'PYHIT CO CTAHIWN <MMS CTAaHLMM>.

SQL-npennoxenne REVOKE ACCESS 3ampemaer JOCTyI JUIsl IPyHbl ¢ UMEHEM <M
T'PYTIINE> WK AJI BCEX I'PYIIT CO CTAHIUU <MMsS CTaHLIUM>.

3awmTa BBOAAa-BbIBOAA Ha BHELWHUU HOCUTESNb

CYB/J1 JIMHTEP ucnonp3yer BHENTHUE YCTPOKUCTBA TOCTOSHHOTO XpaHEHUs MH(OPMAITUH JJIs
pa3MernieHus TaOuI] TaHHBIX U BPEMEHHBIX pabouux (haiios.

Pacrnionoxxenune koHkpetHoro oobekra b/ (¢aitna Tabnuikl, BpemeHHOro padouero (aiina)
BHYTpH b/l onHO3HAYHO MACHTUDUIUPYETCS YemblpexcumMBONbHbIM UOEHMUPUKAMOPOM —
JIMHTEP-umenem ycrpoiictBa. JIMHTEP-ums ucnons3yercs npu co3AaHud HOBBIX TaOIHIL
WM U3MEHEHUH pacIoyiokeHus (ailyioB cTapbIX.

Nudopmarus o coorBerctBun JIMHTEP-umenn ycTpoilcTBa M COOTBETCTBYIOIIETO €MY
peanbHOTO (PU3WYECKOTO YCTPOWCTBA XPAHHUTCS B CHUCTEMHOM Tabmuie S$S$SS$SDEVICE
(cm. moxkyment «CYBJ[ JIMHTEP. CucrtemHble TaOaUILI W NPEACTABICHUS», TOAPA3IEI
«$$$SDEVICEy). J[lannas Ttabnuma co3maercs aJIMHHHCTparopoMm Oe3omacHoctd B/l m
JIOCTYITHA TOJIBKO €MY.
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Onucanue goctyna K ycTpoicTBY (ctonbenr $S$S$SDESCR)  BKIIOYAET — CIEIYHOIIUE
COCTaBJIAIOLIHE:

1) memxa oocmyna — nabop u3 AByX 3HaueHui: RAL 1 WAL. City>XuT 7151 TPUHYIUTEIHHOTO
KOHTponsi Han cosmanuem (aiinoB BJl (daiinoB Tabmui M BpeMeHHBIX (¢ailioB) Ha
ONMCHIBAEMOM YCTPOMCTBE:

* RAL-ypoBeHsr ycTpoicTBa mpeacTaBisieT coOoii MakcuMmalibHbli RAL-ypoBeHb
00BEKTOB (TabIMIY), KOTOPHIE MOTYT OBITH pa3MEIICHBI HA JAHHOM yYCTPOWCTBE;

* RAL-ypoBeHb ycTpoiicTBa mpejacTaBiseT co00i MHUHUMAaIbHBI YPOBEHb JOCTYIa
nosb3oBatens (RAL-nons3oBaresns), HEOOXOIUMBIH [T CO3JAHUS 3TUM I0JIb30BaTENIEM
00BbeKTOB (TalNIUI U BpEMEHHBIX (PaiijioB) HA JAHHOM yCTPONCTBE;

* WAL-ypoBeHb yCTpOWCTBAa TpEACTaBIseT co00M MakcumanbHbii WAL-ypoBeHb
MIOJTL30BATEIs, HCOOXOMUMBIH IS YIAICHHS TaOJIUIIbI,

2) macka npusHakos 0Oocmiyna — TPOBOAMUTCS WM HE IMPOBOJUTCS IPOBEpKa IOCTYIIA
K COOTBETCTBYIOIIEMY YCTPOWMCTBY, 3alpellieH WM HET JOCTyll K HEMY IEeIUKOM
JUIS CUCTeMbl. B mocienHeMm ciydae Bce 3alpochl Ha CO3JAaHHE HOBBIX (ITOJTy4YCHHE
nH(GOPMAIUH U3 CYIIECTBYIOUINX) OOBEKTOB OyAyT OTBEPraThCs;

3) macka pazpewienus docnmyna A TPYIII MOJIb30BaTenell — onucbiBatoTcs Bee 250 rpymm.
CyiiecTByeT JONOJMHUTEIbHBIA IapamMeTp, TMO3BOJISIIOIIUNA YIPaBIATh JOCTYIIOM st
YCTPONCTB, OTCYTCTBYOIIMX B Tabuuue ycrpoiictB. OH yka3pIBaeT, OyaeT Ju

3ampaimurBaThesi uHpopManuss o HeonucaHHbix JIMHTEP-ycTpolicTBax y omnepanuoHHOM
CUCTEMBI, MJIU 3aIPOChl Ha padOTy ¢ JaHHBIMU YCTPOWCTBaMU OydyT OTBEPraThCsl.

Jns  ynpaBieHus KOHTPOJIEM YCTPOMCTB cosaareneM bJ[ ucnonb3yrorcs clienyrome
KOMaH/IbI:

1) co3manue ycTpoicTBa:
CREATE [IF NOT EXISTS] DEVICE <ums ycTporcTBa>
DIRECTORY <xaTanor>
[COMMENT <xomMmmeHTapmn>|

[LEVEL (<RAL-ycTporicTBa>,<WAL-ycTpomcTea>)];

<uMsa yCTpOMCTBa>

JIMHTEP-nMs, wucnonb3dyeMoe B KauyeCTBE HMEHM YCTPOMCTBA IIPU  yKa3aHUHU
pacronoxeHus GaisioB co31aBaeMbIX TAOIHII.

<kaTaJjior>

CuMBOJIbHAS CTPOKA (JUTHHOM J10 256 CHMBOJIOB), OITPEEIISAIONIast MECTOMOIOXKEHHUE (TTyTh)
(B TepmunHax cootrBercTBytomerd OC) ¢aitoB Tabmui nmpu WX CO3MaHUM (B KOMaHJE
CREATE TABLE) wiu Moau(HUKAITUIU MECTOIIONIOXKEHHS 3TUX (aitnoB (B komanae ALTER
TABLE).

Onepatop CREATE DEVICE co3gaer HoBoe JIMHTEP-ums, koropoe BIOCIEACTBUU
MOXET MCIIOJIb30BaThCS B 3alIpocax Ha co3aaHue (Moaudukanuio) tadbnuu. [Ipu coznanuun
yCTpOWCTBA MOXET OBbITh yKa3aH KOMMEHTApUil K HeMmy (MOSCHEHHE O Ha3HaYeHWUHU
YCTpOWCTBA) U YPOBHH JIOCTYTA K YyCTPOUCTBY.
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Onmusa IF NOT EXISTS OTMEHsET BBIIIOJIHEHUE onieparopa, ecinu ykazanHoe JIMHTEP-
UMs yCTPOUCTBA yxke cyuiecTByeT B b/l

2) ynaneHue ycTpoiicTaa:
DROP DEVICE <ums ycTporcTBa>;

Komanna ynanser JIMHTEP-ums ycTpoiicTBa U3 CIMCKa Pa3pelICeHHBIX UMEH.
3) MoauduKaius mapamMeTpoB yCTPOHCTBA:

ALTER DEVICE <umsa ycrporicrea> [DIRECTORY <xaramor>]
[LEVEL (<RAL-ycTporcTBa>,<WAL-ycTpomcTea>)];

Komanga mno3Bonsier usMenuth 3HaueHue JIMHTEP-umenu (nmyte k ¢usmueckomy
YCTPOMCTBY) U YPOBHH 3aIIUTHI YCTPOHUCTBA.

[Ipu wucnonp3oBanuu omepatopoB ALTER DEVICE u DROP DEVICE HeE0O0XOIUMO
YUUTBIBaTh, YTO CYIIECTBYIOLIHE (haillibl, paclONIOKEHHbIE HA HOBBIX YCTPOHCTBAaX, MOTYT
CTaTh HEJAOCTYIIHBIMU JUJISI HEKOTOPBIX I10JIb30BaTENCH.

3nauenue (comepikanue) ycrtpoiictBa SYOO ompeaensercss B MOMEHT CTapTa CHCTEMBbI
U He MOKeT ObITh Iepeolnpee/ieHO B IPOU3BOJIbHBIN KaTajor, HO BCE OrpaHUYECHMS,
HAJIOKEHHBIE Ha HETO, OYyT BHIMOIHATHCS OOBIYHBIM 00pa30M, 32 UCKITIOUYCHHEM OTHOIIICHHIA,
HeoOxomumblx i (yHkunonuposanuss CYBJl JIMHTEP u cooTBeTcTBYOmmMX padodmx
(aitnos.

4) pa3peluTh Ipynie/BCeM MOJIb30BaTeIIM JOCTYI K YCTPOUCTBY:

GRANT ACCESS ON DEVICE <uuva ycrpomicrea> TO {<umsa rpynmner> | ALL};
5) 3ampeTuTh rpymnmne/BceM Moiab30BaTEeIsIM IOCTYII K yCTPOMCTBY:

REVOKE ACCESS ON DEVICE <umsa ycrponcrea>
FROM {<mmsa rpynmner> | ALL};

CrenpanbHbIMU KOMAaHJAMU aJMUHHUCTPATOp OE30MACHOCTH MOXKET pa3peliuTh WU
3alpeTUTh JOCTYH K YCTpPOWCTBaM, KOTOpbIE HAXOJATCSA (MJIM MOTYT HaXOIUThCS B
OyayuieM) B JOBEPEHHOM OKpyxkeHuH B pamkax OC u ceTu Kak Uid BCEX TEKYIIHUX
n Oynymux mnonb3oBareneit CYBJl, Tak u [y omnpeneneHHOW Tpynmbl TEKYIIMX
II0JIb30BaTEIIEH.

6) pa3pemuTh IpyIe/BCeM IMOIb30BaTENsIM TOCTYT K HE3apETUCTPUPOBAHHBIM YCTPOMCTBAM:
GRANT ACCESS ON UNLISTED DEVICE TO {<umma rpynner> | ALL};

Komanma pazpemaer padory ¢ JIMHTEP-uMenamu ycTpoiCTB U3 TOBEPEHHOTO OKPY KCHHS
cpencrtBamu oneparmonHor cucteMbl (CYBJl Oymer 3ampammBaTh HHGOPMAIMIO O
(bu3MYECKOM PACTIONIOKEHUHU YCTPOUCTBA Y OMIEPAIIMOHHOMN CHCTEMBI).

7) 3ampeTuTh TPyIIe/BCEM MOTB30BATENSAM JOCTYI K HE3apPErUCTPUPOBAHHBIM yCTPOHCTBAM:
REVOKE ACCESS ON UNLISTED DEVICE FROM {<ums rpynmner> | ALL};

Komanpa 3anpemaet padorty ¢ INHTEP-umenamu ycTpoiCTB U3 1OBEPEHHOTO OKPY>KEHUS
CPEACTBAMH OINEPALIMOHHON CUCTEMBI.

28 © AAMMHHMCTPUPOBaHME KOMILJIeKca cpeacTB 3amuThl JaHHbIX. AQ HIIIT «PEJIIKC», 1990-2024



APXHTEKTYpa KOMIIJIEKCA CPEICTB 3alIUTHI JAHHBIX

IIpn wucnonb3oBaHuM KoMaHAbl REVOKE ACCESS HeOo0XOIUMO YYHTBIBATh, 4YTO
CYIIECTBYIOILIME O0OBEKTHI, PACIIONIOKEHHbIE HA HOBOM MECTE, MOTYT CTaTh HEIOCTYTHBIMU
JJIs1 COOTBETCTBYIOLIUX I'PYIIII.

WNudopmanus o Bo3mokHoctu padotsl ¢ IMHTEP-umeHamMu npon3BoOIbHO UCTIONB3YEMBIX
YCTPOMCTB (T.€. C YCTPOICTB U3 I0BEPEHHOTO OKPY>KEHUs) pacronaraercs B onucanuu b/l

KOHTpOﬂb LeJIOCTHOCTU CpeacTB 3allinTbl AaHHbIX

B cocraB xommiekca cpenctB 3amutbl gaHHbXx CYBJ] JIMHTEP Bxomst crienmyromue
KOMITOHEHTHI:

* TOJICMCTEMA JUCKPEIIMOHHOTO JIOCTYTIA;

* TOJCHUCTEMAa MaHJATHOTO JOCTYTIA;

* JUCHETYep JOCTYIA;

* MOJICHCTEMA OYKMCTKH ITaMSITH;

* ToAcHCcTeMa KOHTPOJS BHEIIHUMU (PU3NYECKUMHU YCTPOMCTBAMU XpaHEHUS! HHPOPMALIHH;
* TOJICKCTEMAa KOHTPOJIS I0CTyIa C BHEITHUX YCTPOUCTB;

* TOJICMCTEeMa WJSHTU(UKAITUY U ay TCHTU(DUKALIIH;

* TOACHCTEMA PETUCTPALIUU COOBITUH.

KC3 CYB/] JIMHTEP peanu3oBan B BUjae 4acTu ucnoiHseMmoro koaa siapa CYB/I. ImaBHbIi

koMnoHeHT KC3 — AUCTICTUCP AOCTyIa, KOTOpLIfI MMOoJIy4acT YIIPABJICHUC HA PaHHUX dTallax
HHUIaJIu3alnu CVBI[ A0 3aITyCKa nmpoucayp O6CJ'Iy>KI/IBaHI/I$I TIOJIB30BATCIILCKUX 3aIlIpOCOB.

Hanpreiimas padora CYB/l npoucxonut nox kortposem KC3.

Henoctrocts KC3 B CYBl JIMHTEP skBuBajeHTHA 11EI0CTHOCTH MPOrPaMMHOTO KOJIa siApa
CYB/Jl JIMHTEP.

Jnst npoepku nenoctoct CYBJl npuMeHnsieTcss yTHIIMTA MOJICYETa KOHTPOJIBHBIX CyMM,
KOTOpasi CO3AaeT Ha BbIxoJe (aill, coluepKalluil KOHTPOJIbHBIE CYMMbI MPOBEPSIEMbIX
¢aiinos. LlenoctHocts CYBJ] cuntaercs noaTBEpKACHHOMN B Cllydyae, €Cli pe3yJbTHPYIOIIne
KOHTPOJIbHBIE CYMMBbI COBITAJIM C KOHTPOJIbHBIMU CyMMaMH, IPUBECHHBIMU B TOKYMEHTAIUH.

[IpoBepka BeIONIHSETCS Mepen KaxabiM 3amyckom siapa CYB/I.
[Toncuer KOHTPONBHBIX CyMM BEIETCS TOJBKO ISl yKa3aHHBIX B Tabnuue 2 ¢ailioB c

MTOMOIIBIO YTHJIMTHI count. 3amycK JaHHOW YTUIIUTHI (IOCTABIIIEMON B COCTABE IUCTPUOYTHBA
CYB/I JIMHTEP) npou3BoauTcst ¢ TOMOIIBI0 KOMaHIHOW CTPOKH:

count <mmMmsa odanma>

3HaueHHE KOHTpOJ'ILHOfI CYMMBI BbBIJACTCA Ha TCPMHUHAJ, U €TI0 HYKHO TOJIBKO CpPABHHUTH C
MMPUBCACHHBIMU B Ta6J'II/II_Ie ; 3HaA4YCHUSAMMU.

Ta6muua 2. [TpoBepsiembie Ha HIeNTOCTHOCTH UcnonHsembie Mmoaynu CYB/] JIMHTEP

HNwms ¢paitna Tun OC Pa3mep (B DYHKIHOHAIBHOE KonTpoubHas

OaiiTax) Ha3HaYeHHe cymMMma

Co3nanue n
KoH(urypupoBanue b/{
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HNwms ¢paitna Tun OC Pa3mep (B DYyHKIHOHAIBHOE Kontponbnasn
OaiiTax) Ha3HAYeHHe cymMMa

linter Anpo CYB/| JIMHTEP

sqlL) SQL-tpancnarop

intsrt? IIpoueccop cOpTUPOBKH

tspl) TpancasTop npoueaypHoro
A3bIKa

loltp VYmpanenue pacrpeieIeHHbIMU
TpaH3aKLUUAMU

linapid JDBC-cepBep

count YTunura noacuera
KOHTPOJILHOW CyMMBI (aiina

testdb YTunuta TectupoBanus b/l

dbs_tcp CereBoii npaiiBep cepBepa

dbc_tep CereBotii apaiiBep KIUEHTa

D [Ipu HanuuuM ykazaHHOTO Ipolecca B ycTaHoBouHOM Katanore CYB/I.

[Tpu 3amycke sigpa CYBJl npoBepsieTcst HeNOCTHOCTh (hailioB KoH(pUrypanun 0a3bl JAHHBIX
1.11, 2.11, 3.11. B ciy4ae HapyIlIeHHUs IEIOCTHOCTU (aillioB KOH(QUTYyparuu Oa3sl
JAHHBIX Ha KOHCONb W B (haitn mporokona linter.out OymyT BBIIAHBI COOOLICHHS O
HEYCTENTHON MPOBEPKE KOHTPOIBHOIM CyMMBI, SAPO 3aMyIICHO HE Oy/eT.

IIpu BoccTaHOBIEHMM 0a3bl JaHHBIX W3 apxuBa lhb mpoBepsieTcsl LENOCTHOCTh OJIOKOB
apxuBa. B ciyuae HapyIIeHHs 1IeI0CTHOCTH BOCCTAHOBJICHUE Oy/IeT 3aBEpIIEHO OMNOKOH, Ha
9KpaH Oy/eT BhIBEACHA IUAarHOCTHYECKasi HH(OpMAIHs O MECTe HapyIIEeHHs 11eJT0CTHOCTH.

[Mpu 3amycke XpaHUMBIX MPOIEAYP BBITOIHICTCS MPOBEPKA IIETOCTHOCTH KOJa TPOLETYPHI.
B ciydae HapyiieHus METOCTHOCTH KOJa TPOIETYpPhl B BBHIMOJIHEHUU MPOIECTYpPhl OyIeT
OTKa3aHO, ()YHKIHUS BBI30BA MPOLEAYPH BEPHET COOTBETCTBYIOIIUI TUArHOCTHYECKUI KO/,
B (hbaiin mporokona linter.out OymeT BBIJAHO COOOIIEHHWE O HEYCIEIIHON MPOBEPKE
KOHTPOJIbHOM cymMBl. [Iponieypa npoBepKH HETOCTHOCTH KOJIa MPOLIETYP BBIIOIHAETCS: PU
BBI30BE XpaHUMOM Ipouenypsl, npu 3anycke aapa CYB/], a Takke He pexe OIHOTO pasa B
CYTKH C IPOTOKOJIMPOBAHKUEM 3aITyCKa ITpoliecca MPOBEpKH B (hails mpoTokona linter.out.

NMoacyeT KOHTPONBLHOW CYMMbI

Ha3HauyeHue

Jns  xontponst nenoctHoctn KC3 CVYBJ JIMHTEP wucnons3yercs yTwinra count,
KOTOpast HOACYUTHIBAET 32-OUTHYIO KOHTPOJIbHYIO cyMMYy (aiina. Ee ucnons3oBaHue Taxkxke
1eJIeCO00pa3HO /ISl KOHTPOJISE HEU3MEHHOCTH BCEX HCIOIHAEMBIX MOIYJNEH, KOHTPOJIbHBIE
CYMMBI JUIsl KOTOPBIX ITPHJIararoTCsl.

OnucaHue

[IpousBoautcs pacuer 16-0aliTHOM  MOCIEAOBATEILHOCTH CHUMBOJIOB, OJIHO3HAYHO
UICHTU(OUIMPYIONIUX 3aJlaHHbId  Qain. PacdeT ocymecTBIsIeTCss ¢  HCIOJIb30BaHUEM
pacnpoCTPaHEHHOTO AITOPUTMa BbIUMCIICHUS ayTeHTU(pULIMpyomuX koo Message Digest B
PEXUME CUEIUICHHUS MO IPOMEXYTOUYHOMY PEe3yJbTaTy BHIYMCICHUI.
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3areM pe3ysbTaT CyMMHUPYETCS CO CIBHUIOM Ui MOJIy4EHUs pe3ylbTupyrouiei 32-OuTHoi
KOHTPOJIBHOW CyMMBI.

Ucnonb3oBaHue

KOME[HI[HEUI CTpOKa:

count <umMma odamnna>

3HaueHHEe KOHTpOJ'ILHOfI CYMMBbI BbBIJACTCA Ha TCPMHUHAI, U €TI0 HYKHO TOJIBKO CPABHHUTH C
MMPUBCACHHBIMU B Ta6J'II/II_Ie Z SHAYCHUSAMMU.

OucneTtyep AgocTtyna

Hucneruep noctyna CYBJ[ JIMHTEP peanu3oBaH B BuIE HECKOJbKUX B3aMMOCBSI3aHHBIX

IPOTPaMMHBIX (PparMeHTOB, KaXIbl U3 KOTOPBIX KOHTPOJIUPYET CBOIO 00NacCTh JecTBUI
CVYB/.

[lepBast yacTh OOCIyXHMBaeT MOACHCTEMY IHCKPEHMOHHOro aoctyma. OHa ToJIy4yaeT
ympaBJeHue mocie pa3dopa 3anpoca. B 3T0T MOMEHT MOTHOCTBIO OIPEIETIeHBI BCE OOBEKTHI
JOCTyNa M 3ampaliiBaeMble IO OTHOIICHHIO K HUM JelicTBuda. Jlucrerdep BBIOMpaeT BCe
IpaBUJia, KacarollWecs 3ampallyBaroliero I0JIb30BaTelsd, U, B COOTBETCTBHUHU C 3alIPOCOM,
MPOBEPSIET, JOCTYIHBI iU TpeOyeMble OOBEKTHl B JaHHOM 3ampoce. Takke mpoBepsieTcs
BO3MOXKHOCTh PabOThl ¢ BHEIIHUMH ycTpoiicTBamu. J[aHHBIN (hparMeHT MOXKeT oOpaiarbes
K MOJACHCTEME HACHTU(UKALIMK 3a TOATBEP)KIECHUEM (3ampeToM) ACHCTBUIA, CBA3aHHBIX C
KaTeropusiMu nojb3oBareneil (Connect, Resource, DBA).

Bropast wacte oOciyxuBaeT mnoicucteMy HAeHTU(UKAMK U ayTeHTuukanuu. OHa
[IOJy4yaeT YNpaBICHHME B MOMEHT OTKpbITUS Jorudeckod cBasu ¢ CYBJl npu
U3MEHEHUU TpaB I[0Jb30BaTeNell M TaOMUIbl CEeTeBbIX CTaHUMUA. JlaHHBIA (parMeHT
obecreunBaeT UACHTUPHUKALINIO, Ay TCHTU(UKALINIO, IPOBEPKY KaT€ropuil J0CTyMa, MPOBEPKY
COIIOCTaBJICHHUS 10JIb30BATENIEH C YCTPOHCTBOM.

Tperuil ¢parMeHT NOIy4aeT YHpaBICHUE NpPU KaXKIOW omepaluu MaHUIYISALIUU C
KOHKPETHBIMM JaHHBIMU — NpH Moidy4yeHuu ux u3 bJl, mpoBeneHun omeparnuii Haj HUMH,
3anucu B Tabnuisl b/l, Beijaye JaHHBIX MMOIB30BATENIO U T.I. B 3TOM ciyuyae npoBepsitoTcst
MaH/aTHbIE MPAaBUJIA J0CTYIIA.

Yereptriii (pparment aucneruepa jpocryna CYB/l JIMHTEP oGecneunBaer H30JALUIO
[apaJUIEJIbHO  BBINOJHAIOMIMXCS 3ampocoB. OH Takke OCYIIECTBISET IJIaHUPOBAHHE
00paboTKH 3ampocoB, KOHTPOJUPYET WX KBAHTOBAaHME M OTCIIEKHBAET BCE BO3MOXKHBIE
HapyILIEHUs U30JIALUHU IIPOLIECCOB, BBIOIHAIOMUXCS 110 PA3HBIM JIOTUYECKHUM CBS35M.

Bce ¢parmenTsl aucneTruepa AocTyma B Iporecce paboTbl oOpalmaroTcst K IMOJICHCTEME
peructpanuu coosituii CYBJ] JINHTEP, koTopast MOKET MPUHATH PELICHUE COINIACHO CBOUM
napamMeTpaM O PEerucTpaluy COOTBETCTBYIOIIUX COOBITUH B TaOIHUIIE COOBITHI.

CospaHue bl

Co3nanne bJ| JIMHTEP BbmmonHseTcs ¢ MOMOMIBIO YTHIUTHL gendb (CM. JOKYMEHT
«CYBJI JIUHTEP. Co3nanue u koH(GUTrypupoBaHue 0a3bl JaHHBIX», MyHKT «Co3nanue b/I»).
B nponecce renepanuu co3natorcs ¢aitnsl cucreMHol U padoueit BJI.
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CucrtemHasn bl

Cucremnas b/l npeacrasinser co0oit Habop U3 Tpex TabuLl, CoAepKALUX METAUH(POPMALIHIO,
T.€. JAaHHBIE O JJAHHBIX:

1) $$SSYSRL (daitnbl ¢ umenamu 1.*) — tabmuna tabnuu. CoaepXuT HHGOPMALIUIO O
TaOIMIIaX: UM, UACHTU(PHUKATOP BIIAJICNbIIa, YUCIO CTOJIOIOB, pa3Mepsl GaiiioB U mp. ITo
karasor Tabnui b1, BEIOIHEHHBIH TaK)Ke B BUJIE TAOHIIbI;

2) $SSATTRI (dainbl ¢ umeHamu 2.*) — tabmuna cronduoB. CoaepKUT HHOOPMAIIUIO
0 cToyOIax TaOmuIl: UM, MPUHAUICKHOCTh K TaONHIIe, TUI JaHHBIX, HHPopMaus 00
MHJICKCaX, OTPAHUYCHHS [IEIOCTHOCTH H IIp.;

3) $$SUSR ((aiinsl ¢ umeHamu 3.*) — tabnuna noarHoMounit. Conep XUt UHPOPMALIUIO O
MIOJIH30BATENISAX U MX TOJIHOMOUYUSX NIPU paboTe ¢ TaOIUIIaMHK, POJISIX U TIP.

KpOMe OHHC&HI/Iﬁ IT10JIB30BaTCIIBCKUX Ta6J'H/III, CHUCTCMHBIC Ta6JH/IIlI)I cogepncaT U CBOH
COOCTBEHHBIE OIIUCAHUS.

ITocne renepamuu cuctemMHoit bJl ¢ momompro yTuiauThl gendb oHa OyaeT CoaepKaTh
CJIeTYIOIINE TAOIUIIBI:

* $S$S$SYSRL — onmucaHus TPEX CUCTEMHBIX Ta0muIl: $SSSYSRIL, $SSATTRI, $SSUSR;
* SSSATTRI — omumcanus 13 cTOIOLOB CUCTEMHBIX TAOJIMIL;

* SSSUSR — omMCaHHWe €IMHCTBEHHOTO IMosib3oBaressa bJl, MMErmero mnoaHoMouyus Ha
YTeHHEe TIpH paboTe CO BCEMHU CHCTEMHBIMH Tabmuiamu (aqmuaucTpatopa bJl).

[Ipu co3maHuyM HOBBIX TAOJIUIl M TIOJH30BATEIBCKUX MPEICTABICHUNA WU TPH U3MEHEHUU
MMOJTHOMOYHH COCTOSIHHE cucTeMHOM B/ Mensercs.

Co3nanue Monap30BaTEIbCKON TaONMUIBI/TIPEICTABICHHUS BIeYeT 3a co0oil Jo0aBieHHE ee
ornucanus B $$$SYSRL u onucaHuid ee ctonOnoB B $SSATTRI. Ilpu ynaneHun Tabauibl
CVYB/] BeinonHsieT oOpaTHbIE 1EHCTBUA.

Hoctym k mro0oit Tabmume (mosb3oBarenbekoit/cucreMuoi) bBJl  ompenemsiercss mo
nH(pOpPMaIIUU U3 CUCTEMHBIX TaOIUIL.

CucrtemHbIe TaOIUIIBI COJEPIKAT KUZHEHHO BaXKHYIO 1715 paboTel B/l nHdopmanmio.

N3meHnenne naHHON MHGOPMAIIMU MOXKET NPUBECTU K KATACTPOPUUECKUM MOCTeICTBUIM.
Bo u30exaHne M3MEHEHUs TOI30BATEISIMI CUCTEMHBIX TaOIHII JOCTYIl K HUM 3ampelieH
AJISl BeeX Mmosib3oBaresiel (naxe anmuuuctparop b/[ umeer nuip npusuieruto SELECT).
Bce HeoOxomumble M3MEHEHHSI B CHCTEMHBIX TaOJHIIaX B TIporecce paboThl MPOU3BOAUT
toinbko sapo CYB/ JIMHTEP.

CTpyKTypa CUCTEMHbIX Tabnuy,

CucremMHEIC Ta6JII/II_IBI, TaK K€, KaK U I10JIb30BaTCJIIbCKHUEC, COCTOAT M3 CTO.H6I_[OB, 110 3BHAYCHHUAM
KOTOPBIX BO3BMOKCH ITOMCK.

OpnHako cpeau CTOJIOIOB CUCTEMHBIX TAOJHIl €CTh CTONOIBI, coepkaiire B 0aliTOBOM BUJIE
WHTETPUPOBAHHYIO HH(POPMAITHIO O BKIFOUEHHOM B 3Ty Tadmuity oobekte bJI. [Ipunoxenuto,
HE SBJISIIOIIEMYCSl CUCTEMHBIM, 3Ta MHGopMmalus yaiie Bcero He TpeOyercs. KnmeHnrckue
npunoxerus padorarotr ¢ CYB]] Ha ypoBHe SQL-3anmpocoB K MOJIb30BaTEILCKUM TaOIUIIAM.
Bcro mpouyro padoty Bemomnaser CYB/I.
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Tonbko CHCTEMHBIM MPHIOKEHHUSIM MOXKET MOTpeOoBaThCcsl MHPOPMALIUS O PACIOIOKCHHUH
¢aitnoB b/, o ToM, KaKk OTIMYUTH 0a30BYI0 TAOMUIly OT MPEACTABICHUS, O THUIIC, JUIUHE
cTondua u mp.

CocraB 00s13aTeIbHBIX CUCTEMHBIX TAOJIHULI;

* $$S$SYSRL — naHHbIe 0 Bcex Tabnuuax/mpeacrasieHusx b/l;

* $$SATTRI — 1aHHBIE O BCEX CTONOLAX U UX arpulyTax mo BceM Tabnuuam bJl;

* $$SUSR — maHHbBIE O BCEX MOIb30BaTensaXx b/l, posix, Ha3HAYEHUU POJIEH MOIb30BATEIISAM
b/l n ux npuBuIerusx.

CrpykTypa cucrteMHblx Taonun onucaHa B gokymente «CVYBJ[ JIMHTEP. Cucremnsie
TaOIMUIbI U IPEACTABICHUSY.

Paboyas bl

B paboueit B/ comepkarcs MuHMMYM ueThipe (aiina (Mpu HAJIMUYUK HECKOJNBbKUX (hailiioB
CHUCTEMHOT0 JKypHajia KX MOXeT OBITh TOpa3io OOJbIIE):

1) 1.31 — paGouwnii ¢aiin 6ut-BekTopoB. [IpeaqHasHadeH ajis CBONMHTa OUT-BEKTOPOB OTBETOB
OJIHO ¥ MHOTOIICPEMEHHBIX 3aIIPOCOB;

2) 1.41 — paGounii (paityt XpaHUMBIX TIPOLIEAYP U OBICTPOH 3arpy3KH;

3) 1.51 — paGouwntii aiin coprupoBku. [IpenHazHaveH 17151 BBITOTHEHUS COPTUPOBKH OTBETOB
U NpeyIokKeHut Tuna group by B SQL-onepaTtopax;

4) 000001.61, 000002.61, ... — daiasl cuctemMHOoro XypHana. [IpegHazHavyeHBI IS
BEJICHUs TPOTOKONa 000 BCceX HM3MEHEHHMsX, mpousBeneHHbIXx CYBJ] B cucremHOl M
moJib30Baresibckoi b/l (ceaHchl YTeHHS B )KypHaJe HE pETUCTPUPYIOTCS ).

daiin 6uT-BekTOpOB Uctonb3yercs sapoM CYB]] nns xpanenus uHbopMayy 0 TOM, KaKue
3aIKCH BOIILJIM/HE BOILIN B OTBET (MOXET OBITH TPOMEKYTOYHBIM).

[IporpaMmma sort mnocnemoBaTelbHO 00pabaThIBA€T 3ampoOChl HA COPTHUPOBKY, MOITOMY
KaIbli pa3 B (paiine 1.51 3anmuceiBaioTCst HOBbIE JaHHBIE, KOTOPBIE COPTUPYIOTCS 10 KOHIIA.

Pa3mepsl ¢aitnoB gomkHbI OBITE onpeaenensl go 3amycka CYBJl. Oqnako oHM HE OCTarOTCs
(bMKCHpOBAaHHBIMU Ha MPOTSHKEHUM BCEro ceaHca pabotsl syupa CYB/I, a pacmmpsroTcst mo
Mepe HeOOXOTUMOCTH IO YCTAHOBJICHHBIX TUMHUTOB.

WHnumannsauma komnnekca cpeacTB 3awuTbl AaHHbIX

be3 wanmumanmzanuu KC3 CYBJ JIMHTEP nHe Oymer mommepuBaTh OOJIBIIMHCTBO W3
OMHCAHHBIX BbITIE QYHKIUH (YIIpaBiIeHHEe TPyIIaMy, YPOBHU JOCTYIIA, 3aIIUTY YCTPONCTB U

mnp.).
B nponecce nannmanuzarnuu KC3 co3natorcs HeoOXoaumbIe s €€ paboThl PECYPCHI:

1) nmst momaep:KKu MeXaHu3Ma METOK JIOJDKHBI OBITh CO3/IaHbI TAOIHIIBI:
* SSSLEVEL;
* $$SSGROUP.

2) Ju1s paboTHI aIapara COrOCTaBICHUS TOIB30BaATENIS C CETEBBIM YCTPOHCTBOM HEOOXOTUMO
co3aarh Tadmuiy $$S$SSTATION;
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3) ans paOoThl MOACUCTEMBI 3aIIMTHl BBOAA-BBIBOJA HA BHEIIHWN HOCHUTENb Tpedyercs
co3fath Tabnuiy $$S$DEVICE;

4) 1A pa60TBI MOJCHUCTEMBI perucTpanuu CcOOBITHI HY>XHO CO31aTh Ta6J'II/II_Iy SSSAUDIT;

5) Ans yCTaHOBIEHHS «OTHOILIEHHUI» MKy KOHKPETHBIMU MOJIb30BATENISMU U KOHKPETHBIMHU
o0beKTaMH cieyeT co3aarh Tabnuiy $S$SRELATION.

Bce BhimenepeunciaeHnble TaOnuIpl co3gaores ¢ noMoieio SQL-¢aiioB extsec.sqgl
U security.sqgl, KOTOpbI€ IOJKHBI OBbITH BBIMOJIHEHBI (C MOMOIIbIO YTHJINTHI inl)
aJIMUHHCTPATOPOM O€30MaCHOCTH.

s saToro Heobxonumo 3anmyctuth sapo CYB/] JIMHTEP, 3arem, monb3ysce yTwinTo# inl,
3almyCTUTH Ha BhImonHeHue SQL-daiinel security.sql uextsec.sql:

inl -u SYSTEM/MANAGER8 -f security.sgl
inl -u SYSTEM/MANAGER8 -f extsec.sgl

[Tocne BeIMONHEHMs naHHOrO makera 3ampocoB sjapo CYBJ JIMHTEP nHeo6xomumo
nepe3anycTuTb. Tolbko mpu cienyromemM 3anycke sapa CYB/[ OyayT BKIIIOYeHB! yKa3aHHbIE
MexaHn3Mbl KC3 1 mpoTokonnpoBaHus.
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OaHHbIX

CYB/] JIMHTEP mno3BoisieT XpaHUTh OJHOBPEMEHHO HH(OpMAIMIO, MPUHAIICKAILYIO
Pa3IMYHBIM I10JIB30BATEIISAM, IOAACPKUBATE CIOKHYIO HEPAPXUYECKYIO CTPYKTYPY HOCTyIa K
JaHHBIM. J[J1s1 KOHTPOJIS Ha/L TOCTYIIOM IOJIb30BaTeNEH K TaHHBIM U JUIs TUKBUIALIUN OIINOOK
WINA TIPOTUBOPEUYHH B CTpYKType 3amuThl b/l ciyxuT mojcucrema perucrpanuu coObITUI

(aymout).

Jannas noxcucrema sisisiercst HeorbemiieMoit yacteto KC3 CYBJ[ JIMHTEP.

CYB/] JIMHTEP no3BoisieT perucTpupoBaTh CIeIyIONe COOBITHS:

¢ BKIIIOYCHUC MCXaHHU3MOB I/IZ[GHTI/I(i)I/IKaIII/II/I n aYTCHTI/I(l)I/IKaHI/II/I;

* 3ampochl Ha JocTyl K pecypcaM B/l

* co3gaHue, MOAU(UKAIMIO U YHHUTOXKEeHHE 00beKTOB B/l;

* JIeWCTBUA [0 U3MEHEHHUIO NpaBui pasrpanndenus nocryna (I1PI);
* BCE NOMNBITKU JocTyna K b/1;

e JnerictBusa anMuHucTparopa bI.

Tabnuma peructpanuu coObiTU $SSAUDIT wuMmeeT 8§ CTONOOB, MNPEACTaBICHHBIX
B Tabmuie 3. bosnee moapoOHO UX CopepKaHUE PACCMATPUBACTCS HUXKE.

B Hpumeuanne

Cpencrsa nporokonuposanus CYB/l JIMHTEP npenocTaBiasioT agMUHUCTPATOPY BCETO JIMLIb
BO3MOXKHOCTh cOopa mH(popmanuyu 00 MHTEPECYIOUX €ro COOBITHSIX; Ui €¢ 00paboTKu U
aHaJu3a JI0JDKHBI pa3padaThIBaThCs CIICIHMATbHBIC PUIIOKCHHUS.

Tabnuua 3. Ctpykrypa Tabnuis! peructpanuu $$SAUDIT

HNms cronbua Tun gaHHbIX Coaep:xanue

EVENTTYPE smallint Ncrounnk coOwiTus (TI01630Batensb, sapo CYB/,
KC3 sppa CYB/)

EVENTID smallint Tumn coObITHS (3aMIpoc Ha AOCTYT, U3MEHEHHUE
[P/ u T.11.)

USERNAME char(66) WMs monp30BaTelIst, ”HUIIMHPYIOMIETO COOBITHE

SOURCEADR char(24) CeTeBoif aipec UCTOYHUKA COOBITHS

OBJECTNAME char(134) [TonmHOE MMsT 00BEKTa, OOpaIeHHEe K KOTOPOMY
BBI3BAJIO COOBITHE

OBJECTTYPE smallint Tun o6bekTa, K KOTOPOMY OTHOCHUTCS COOBITHE

BODY byte(58) JonomauTenpHas HHGOPMAITUS O COOBITUN

USERTEXT char(240) [Tonp3oBaTenbckoe cooOIIeHNE

Tabnuua $$SAUDIT uMeeT cleAyoe 0COOEHHOCTH:

1) oHa He coznaercst aBToMarnuecku npu co3nanuu bJl. Jlns ee co3nanus aiMUHUCTPATOPY
b/l HeoOxomuMo BBHIIOTHUTH (aiin security.sql;

2) 3amyck MonuTopunra KC3 (aynura) ocymectBisiercss koMan10il AUDIT START, IpU 3TOM
B HYJICBOH 3alMCU CHCTEMHOM Tabmuibl $S$$SYSRL ycTaHaBnuBaeTcs (piar akTMBHOCTH
MOJICUCTEMBI ayJHTa;
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3) ocraHOB ayauTa MPOUCXOAMT MO KomaHae AUDIT STOP, mnpu D3TOM B
HYJIEBYIO 3allUChb CHUCTeMHOW Talmuuel $S$S$SSYSRL  3aHOcuTcs HHGpopMmanus o0
OCTaHOBKE HPOTOKOIMpoBaHUA. [Ipu BO30OHOBICHUM MPOTOKOIUPOBAHUS BCE COOBITHS,
YCTaHOBJICHHBIE /IO OCTAHOBKH NPOTOKOJIMPOBAHUS, OylyT aKTUBUPOBAHBI;

4) orMeTKa B TabIUIlE PErUCTPAIIMN MOXKET OBITh MPOU3BEICHA TOJB30BATEIEM C TIOMOIIBIO
koMaHael AUDIT MESSAGE <TexkcT coobmeHMsa>. DTo ObBaeT HEOOXOIMMO
B Ciyd4ae, €CJH TOJIb30BaTeib XOYET OCTaBUTh aIMHUHHCTPATOPY OE30MAacCHOCTH HEKOe
COOOIIIEHNE;

5) cenuanbHONM  XapaKTePUCTUKON  TaOIUIlbI $S$SSAUDIT  sBusgeTcs  mapamerp
RECORDS LIMIT — 4uciO 3aMucei B JaHHOU TaOnuIle, MPU MPEBHIIIEHUN KOTOPOTO PO
CYB/] JIMHTEP Gyzet pa3Meniarh HOBBIE 3aIlUCH Ha MECTE CAMBIX CTAPbIX 3aIMCEH;

6) AN WCKIIIOYEHHUS TOTepU HAKOIUICHHOM HMH(OpPMAMM TODKHO OBITH pa3paboTaHo
CHEIHAILHOE MTPHIIOKEHUE, KOHTPOIUPYIOIIEE CTETICHb 3aN0OTHeHHSI TAOIUIBl $$SAUDIT
M aBTOMaTHUYE€CKHU BBITPY KAIOIIEe TaHHBIE U3 HEC IIPU YIPO3€ IIEPEINOIHEHMS,

7) u3MeHATh 3Ha4eHue napamerpa RECORDS LIMIT MOXKeT TOAbKO aaiMuHHCTpaTop bJl;

8) nminst noctyna k Tabnuue $$S$SAUDI T He0OX0IMMO UMETh COOTBETCTBYIOILME MPaBa I0CTyIa
1 KaTeroputo nois3osarens DBA;

9) CYBJl JIMHTEP ne no3BosieT apxuBUpoOBaTh TabauIly $S$S$SAUDIT oTAenbHO oT Beeit b
(T.e. €6 MOXKHO COXpPaHUTh TOJIKO B apXUBHOM (ailsie Bceit bJ1);

10) npu pabote ¢ tabnuueit $SSAUDIT CYB/] JIMHTEP ucnonb3yeT TOIBKO OJUH PEXUM
paboTsl TpaH3akuil — AutoCommit.

Onucanue cToa0noB Tadmunel SSSAUDIT:

1) EVENTTYPE - wucrounuk coObITHS, MOUIekKAIIero peructpanuun (tabnuma 6).
HcTounnkoM peructpupyemsix coobituii MoryT ObITh aapo CYBJ[ JIMHTEP (nanpumep,
npu co3ganuu HoBoro oObekra) m KC3 (Hampumep, mpu perucTpanuu oOpamieHus K
HEOCTYITHOMY OOBEKTY);

2) EVENTID — unentudukarop tumna coositus (Tadmuus! 8, 9, 10, 11 u 12);

3) OBJECTTYPE - wunentudukatop obwekra bBJl (tabmuma 7, mopoauBiiee
IPOTOKOJIUPYEMOE COOBITHE);

4) SOURCEADR - cereBoil ajgpec CTaHIMM KIWEHTA. JTO 3HAYEHHE HECET pealbHYIO
MH(POPMAIIUIO TOJILKO NIPU HE HYJIEBOM 3HAYEHUH THUIIA HCTOYHUKA (TIPH CETEBOH paboTe);

5) USERNAME — umst cxemsl (1OIb30BaTeNsi). ITO HAMMEHOBAHHUE CXEMBI (ITOJIb30BaTENIA),
OT UMEHH KOTOPOTO WHUIIMHPOBAHO COOBITHE (HAlpUMep, UMs MOJb30BaTENs, KOTOPHIi
oOpatwmiics K HetocTynmHOMY eMy 00bekTy bJ);

6) OBJECTNAME - nonnoe ums oowbekra BJl. D10 mMmsi oObekra, mpu oOpaiieHHH K
KOTOPOMY BO3HHKIIO PETUCTPUPYEMOE COOBITHE;

7) BODY — nononauTtenbHas nHGopManus o coobTuu (Tadmuna 4);

8) USERTEXT — nonb30Barenbckoe COOOLIEHHE O TPOTOKOIUPYEMOM COOBITHH.

Ta6nuia 4. Ctpykrypa nosist BODY tabmuier $$SAUDIT

IMose cTpyKTYpHBI Tun paHHBIX KommenTapuii
SQL

EventTime date Jlatra u Bpemst coObITHS
Reserved byte[16] 3ape3epBUPOBAHO
SourceType smallint Tumn coObITHs
SourcePid int Nnentuduxarop nporecca-cepeepa
SourceRPid int Unentuduxarop npouecca-KiIneHTa
SourceSocket int CereBoil OPT (COKET) Mpoliecca-KINEHTa
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ITosie cTpYKTYpBI Tun nanHbIX KommenTapuii
SQL
EventStatus int Cocrosinue Bomnonnenus CYBJ[ JIMHTEP
SourceStatus int 3ape3epBUPOBAHO
SourceSystemStatus int CocTosiHuE OnEPaMOHHON CUCTEMBI

Jns ynoOGcTBa aHanmm3a nHGOPMAaIIUK O TPOTOKOIUPYEMBIX COOBITHSIX TP BHITIOJIHEHUH (aiiina
security.sql co3gaercs npeacrasiaenne AUDIT EVENTS (Tabmuna 5).

Tabmuua 5. Crpykrypa npeacrasinenus AUDIT EVENTS

Cronden Tun fanHbIX KommenTapuii
SQL
Event time date Jlara u Bpemst cOOBITHS
Username char(66) Wwmst nmonb3oBarens
Event type char(19) Tun coObITHS
Eventid char(19) Wmst coObITus
Networkaddress  |char(24) CereBolii ajipec KIIMEHTA
Objectname char(134) Nms oObexTa B/
Sourcepid int Nnentuduxarop nporecca-cepsepa
Sourcerealpid int Wnentuduxarop npouecca-kKiIueHTa
Socket int CereBoii TopT (COKET) ImpoIiecca-KINeHTa
Status int Cocrosinue BoinonHenus CYbB/[ JINMHTEP
Osstatus int Cocrosinue BoinonHenuss OC
Usertext char(240) [Tonp3oBarenbeckoe cooOIIeHIE
Tabnuua 6. Unentudukaropbl HCTOUHUKOB COOBITHIA
HNnentuduxarop HcTouHuk codbiTust KomMmenTapui
HCTOYHHKA
1 SYSTEM EVENT CucremHbIe COOBITHS
2 RESOURCE EVENT CoOBbITHS, CBSI3aHHBIC C U3BMEHCHUEM
cTpyKTypsl b1
3 AUTHORIZATION EVENT CoObITHS, CBA3AaHHBIE C ITOACUCTEMOM
aBTOPH3AIUI
4 TABLE EVENT CoObITHsI, CBSI3aHHBIE C KOHKPETHBIMU
TabIumaMu
5 CHANNEL EVENT KananbHbIe COOBITHS
Tabmuna 7. Koxbl 00bekTOB B/]
Kon MHeMOHUKA KommenTapuii
0 LOBJ NONE Heonpenenennsliii 00bEKT
1 LOBJ _USER [Tonw3oBarens wim cxema b/{
2 LOBJ ROLE Ponp
3 LOBJ LEVEL YpoBeHs gocryna
4 LOBJ _GROUP I'pynna nonb3oBarenei b/
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Kon MHeMoOHUKA KommenTapuii

5 LOBJ _STATION Pabouas cranmus

6 LOBJ NODE VY3eI1 10KaIbHOU CEeTH

7 LOBJ DEVICE YcrporictBo Xpanenust ¢aitnos b/

8 LOBJ TABLE Tabnuua bJ{

9 LOBJ VIEW IIpencrasnenue bJ{

10 LOBJ SYNONYM CuHOHUM 00BEKTa

11 LOBJ EVENT Coo6biTe bJ|

12 LOBJ PROCEDURE Xpanumas npouenypa b1

13 LOBJ TRIGER Tpurrep bJ1

14 LOBJ CURSOR Kypcop (Bbi6opka 3amuceii)

15 LOBJ TABLE ID Nnentudukarop Tabiauiel, K KOTOPOH y MOJIb30BATEIs
HET JI0CTyTa

16 LOBJ SEQ [TocnenoBarenbHOCTH

17 LOBJ CSET Konosas crpanuna

18 LOBJ TRANSL IIpaBuiio TpaHCIAIIMA KOJOBBIX CTPaHUI]

19 LOBJ CSAL Anmac

20 LOBJ PROC ID Wnentudukarop XpaHUMOU IPOLETYPHI, IPH
00paboTKe KOTOPOI BO3HHUKIIA BHYTPEHHSS OLIHOKA
sanpa CYB/] JIMHTEP

21 LOBJ TRIG STRUCT Wnentudukarop cpadborapuiero Tpurrepa (mpu Jroo6om
OKOHYaHUU)

22 LOBJ COLUMN Cronben TabiauLbI

23 LOBJ PARAMETER [TapameTp mapaMeTpuuecKoro 3amnpoca

24 LOBJ GLVAR [mobGanpHas iepeMeHHast IPOIETYPHOTO SI3bIKA

YnpaBneHue MOHUTOPUHIOM

I[J'ISI yYHpaBJICHHUA MOHUTOPUHI'OM IMMPECAHA3HAYCHBI CIICAYIOINEC KOMAaH/IbI:

1) HacTpoika MPOTOKOJIUPOBAHUS;

2) MPOTOKOIMPOBAHUE MOIB30BATENECKOTO COOOIIECHUS;

3) HauaThb KOMMEHTHPOBAHHE MTPOTOKOIUPYEMBIX COOBITUH;

4) OTMEHHUTHh KOMMEHTHPOBAHUE TIPOTOKOIUPYEMBIX COOBITHIA.

B cocraB gumcTpuOytuBa BXomuT ckpunt audit info.sh gand MoHMTOpPHMHTA U
OTOBEUICHHs] aJMUHUCTpAaTopa O cOOBITHSIX Oe3omacHOCTU. JIaHHBIN CKPUNOT 3amycKaeTcs
aJIMMHHCTPATOPOM M Jajiee IUKIMYECKH C 3aJaHHBIM HHTEPBaJOM Ha SKpaH BblIaeTcs
cBonmHas WHMOpMaIMs 1Mo KypHajgaMm (ImapaMeTpbl HACTPAaWBAIOTCS B OJIOKE TEPEeMEHHBIX
CKpHIITA):

1) KoMIaKkTHas TPyNIHUPOBKA 110 BCEMY JKypHAITY, KaKHe COOBITHS PErHCTPUPOBAIIMCH B KAKOM
00I1IeM KOJINYECTBE;

2) TO e c arperaiei coobITHIl 3a mocaeHUi Jac;

3) mocneanue 10 cooOmeHMI )XypHaIa;

4) nocnenuue 10 cooOmieHu# )KypHaaa BEBICOKOH BaKHOCTH;
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5) BpeMs OCIEAHEH 3aMKCH B )KypHAIE;

6) cooOmeHnii BICOKOM BakHOCTH U3 linter.out, 10 mocienHux.

HacTtpo#nka npoToKkonupoBaHus

Cneuudmnkauus

[1]

<HACTPOMKA NMPOTOKOJIUPOBAHUSL> : : =

AUDIT {<cocTosiHuEe TPOTOKOIUPOBAHUS> | <HApaMETP MPOTOKOIUPOBAHUS > }
[<ums cOOBITUS™> [<OOBEKT MPOTOKOJIUPOBAHUS>]|

[<CcyOBEKT MPOTOKOJUPOBAHUS ™|

[<ypoBeHb IPOTOKOIMPOBAHUS™ |

[<ycnoBue NPOTOKOJIMPOBAHUS™ ]

<COCTOSIHU€ NPOTOKOJIMPOBAHUA> : : =
START|STOP|ENABLE|DISABLE|CLEAR

<HUMS$ COOBITHS> : : = <UACHTUPHUKATOP>
<00BEKT MPOTOKOIMUPOBAHUS> : : = ON <uneHTHHUKATOP>
<cyOBbeKT nMpoTokoIupoBaHus™ : : = FOR <ums nonb3oBarens>

<ypOBEHb MIPOTOKOIUPOBAHUS> : : =

BY {SESSION | STATEMENT | ACCESS}

<ycnosue nporokonupoBanus™>: : = WHEN [NOT] SUCCESS
<mapamMmeTp MPOTOKOJIUPOBAHUS> : : =

SET {RECORDS | DAYS} LIMIT <ueno4ucieHHBIN TUTEpAT>

CuHTaKcu4yeckune npaBuna

1) JomycTumble <mMeHa COOBITMI> NpUBeAeHbI B Tabnumax 8, 9, 10, 11 u 12.
2) JlommycTUMBIE THUITBI <OBBEKTOB MNPOTOKOJIMPOBAHUSI>:

* USER <umd mojb30BaTeiis=>;

* USER <ums cxembr>;

* ROLE <um4 poiu=>;

* LEVEL {<uMs ypoBHs A0CTyna> | <uAE€HTU(UKATOP YPOBHS JOCTyHa>};

* GROUP <um4 rpynmsl>;

e STATION <HzLeHTI/I(pHKaTop CTaHIIUU>,

* NODE <umMms y37a JOKaJbHOU CeTH>;

* DEVICE <uMs yCTpOHCTBa>;

e TABLE [<uMs cXeMbl>|.<uMs TaOIUIIBE>;

* VIEW [<uMs cXeMbl>].<uMs IPeACTaBICHUS™;

e SYNONYM <uMsI CHHOHUMA™>,

* EVENT <uMs COOBITHSI>;

¢ PROCEDURE <uMs XpaHUMOH IPOLENYPBI>;

e TRIGGER <uMms TpUrrepa>;

* CURSOR <uMi Kypcopa>;

* LOCK <CHUCTeMHbIH HACHTU(PUKATOP OIOKUPYyEeMOil TaOIUIIbr>;

e SEQUENCE <uMsA MOJb30BATEISI> <UMS ITOCIEA0BATEIILHOCTH;
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* CHARACTER SET <uMs KOOUPOBKU>;
* TRANSLATION <ums IpaBujla TpaHCIAINN>,

e ALTAS <uMd ajigaca>.

Ecniu  xoHkpeTHbld <OOBEKT NPOTOKOJMMPOBAHMA> HE yKa3aH, Oyaer
MIPOTOKOIIMPOBATHCS TOCTYII KO BceM oObekTam b/I.

<OOBEKT IIPOTOKONIMPOBAHMSA> NOJDKCH CYyIICCTBOBATH HA MOMCHT CO3/1aHMsA COOBITHS
IMPOTOKOJIUPOBAHUS.

OO6Gwwue npasuna

)]

2)

B noacucreme aynuta CYB/ JIMHTEP npemycmMoTpeHo YeThIpe TUIa YCTaHOBOK:

* 2nobanvhble — yCTAaHOBKH, ACHCTBYIOIIME VISl BCEX MOJIb30BaTeNneit u 00bekToB b/;
* 00beKkmHble — YCTAaHOBKY JJISI KOHKPETHBIX 00beKTOB B/I;

* nepcoHanbHble — YCTAHOBKH JI1 KOHKPETHBIX Mojib3oBareneit b/1;

* JIOKA/bHble — YCTAHOBKH MEXIYy KOHKPETHBIMH IIOJh30BATCISIMU M KOHKPETHBIMHU
oowekTamu B/I.

CHauana mnpoBepsArOTCsS [0OaIbHbIE YCTAaHOBKM, 3aT€M YCTAaHOBKHU JJISi KOHKPETHBIX
o0wbekToB BJl, 3aTemM ycTaHOBKM i1 KOHKPETHBIX ToJib3oBareneil. [locne mposepstores
JIOKaJIbHbIE YCTaHOBKH.

Ecnu 3amana mo6anpHas yCTaHOBKA, TO HAJIMYHME YCTAHOBOK JUIsSI KOHKPETHBIX 0OBEKTOB
BJ1 yxxe e npoBepsieTcs. B mpotuBHOM ciiyuae (eciiu mio0anbHas yCTaHOBKA HE 3aj1aHa)
MIPOBEPSICTCS HAJTMYUE YCTAHOBOK IS KOHKPETHBIX 00BeKTOB b/,

Ecnm 3amana ycraHoBka ajis KOHKpeTHOTO oObekTa BJl, To Hanumume ycTaHOBOK JIst
KOHKPETHBIX I0JIb30BaTeNeH yke He poBepseTcs. B mpoTUBHOM cilydae (eciid yCTaHOBKa
JUIsl KOHKpeTHOro ooOwnekra bJl He 3amaHa) mpoBepsercs HaJIM4YUE YCTAHOBOK JUIS
KOHKPETHBIX I0JIb30BaTeeH.

JlokanbHBIE YCTAaHOBKH MPOBEPSIOTCS B JTFOOOM Citydae (HE€3aBUCHUMO OT TOTO 3a/IaHBbI JIA
r100abHbIC YCTAHOBKYU WJIM YCTAHOBKH JIJIs KOHKPETHBIX 00BeKTOB/TIoNIb30Barened bJ1).

[Tpumepsi:

+ AUDIT ENABLE SELECT; (rmo6anpHasi yCTaHOBKA);

* AUDIT ENABLE SELECT ON AUTO; (oObeKTHast yCTaHOBKA);
 AUDIT ENABLE SELECT FOR SYS; (mepconanbHasi yCTaHOBKA);

« AUDIT ENABLE SELECT ON AUTO FOR SYS; (JiokanbHast ycTaHOBKA).
Onmus <cocTosHME NPOTOKOJIUPOBAHUSI>

START

KomaHnza akTUBU3UPYET MOICUCTEMY ITPOTOKOIUPOBAHUS.

STOP

Komanza oTkiIr0ouaeT noacucTeMy NpoTOKOJIIMPOBAHUS.
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ENABLE

Komanna pa3pemiacT NpoTOKOJIUMPOBAHUE YKAa3aHHOI'O COOBITUSA U NOJKHA BBIHOIHATHCS
npu AKTUBHOU MOJCUCTEME IIPOTOKOJIMPOBAHMS (nocne BBIIIOJIHEHUS KOMaHJbl AUDIT
START)

PC3YHLT3.TBI BBITIOJTHCHHUA KOMAaH/bI:
a) ecinu <mMms COOBITMSA> HE 3aJ1aHO, IMPOTOKOJIHUPYIOTCA BCC CO6LITI/ISI;

0) ecim  <umMsa cobmiTUa>, <uUMd nojp3oBaTessa> U <ODBEKT
NPOTOKOJIMPOBAHMSA> HE 33/IaHbl, TO U3MEHSIOTCS IT00aIbHbIe YCTAHOBKH;

B) €CJIM 3aJ]aH0 <M I[10JIb30BATEJISI> WIM <OOBEKT MPOTOKOJIMPOBAHMA>,
TO U3MCHAIOTCS IEPCOHAIBHBIC YCTAHOBKU,

r) eciu <umsa COOBITUA> 3aJaHO 6e3 YKazaHuA <ycJoBuAa
[IPOTOKOJINPOBaHMSA>, TO YCTAHABIIMBACTCA:

* 3aJ]aHHOE <COCTOSHME NPOTOKONMPOoBaHrsa> (ENABLE);
* TPOTOKOJIMPOBAHHE TOJIBKO HEYNAYHbIX COOBITHI (when not success).

J) €clli <COCTOSHME [IPOTOKOJMPOBAHMSI> HE YKa3bIBAETCs, 110 YMOJYAHUIO
npuauMaerca BY STATEMENT;,

€) ecliM 3aJaHO0 TOJNBKO <COCTOSHME nporokoampoBaHmsa> ENABLE,
BKJIIOYAETCSI POTOKOJIMPOBAHUE CPa3y BCEX HEYCIEITHBIX CUCTEMHBIX COOBITHH.

ITpumep.

audit enable linter error;

DISABLE
Komanna 3anperaeT npoToKoJIMpOBaHUE YKA3aHHOTO COOBITHS.

Eciu <umsa coBweiTusa> HE 3a1aHO, 3alpCIiacTCA MPOTOKOJIUPOBAHHUEC BCCX COOBITHIA.
KOMaH,Z[a AOJDKHAa BBITIOJIHATHCA IIPU AKTUBHOH IIOJACHCTEME IMPOTOKOJIUPOBAHUSA (HOCJ'IC

BBIIIOJIHEHUA KOMaHAael AUDIT S TART). Ecmu Ipu D3TOM HE 3aJaHbl <UMSA
MoJIb30BaTENIA> U <OOBEKT MNPOTOKOJIMPOBAHMSA>, TO U3MEHSIOTCS II00AIbHEIC
YCTaHOBKH.

Ecnu 3amano <mumMsa moJib30BaTEIISA>, TO U3MEHSIOTCS IIePCOHAIbHBIC YCTaHOBKHU. Ecnn
3alaH <OOBEKT MIPOTOKOJIMPOBAHNS>, HU3MEHIIOTCS YCTAHOBKH JII KOHKPETHOTO
oO0bekTa. Ecnu 3a1anbl <yiMs moJib30BaTENS> H <OOBEKT MPOTOKOJUPOBAHMUS>,
MU3MEHSIOTCA JIOKAJIbHbIE YCTAHOBKH.

B cnyuae mogaun komauzsl audit disable <mmMs coOOBITVS> BBIMOIHAIOTCS CIEAYIOIINE
JIEeUCTBU:

* CCIIM paHCC <COCTOAHME TIIPOTOKOJIMPOBAHMA> HE OBLIO YCTaHOBJICHO, TO
3aIllpOC UTHOPUPYCTCA,

* €M <COCTOSHME NPOTOKOJMPOBAHMS> paHee ObUIO YCTaHOBICHO U
B 3alpocCce HE 3amaHO0 <yCJIOBUE IPOTOKOJIMPOBAHMA>, TO OTMCHIIOTCI
paHeC YCTAHOBJICHHOC <COCTOSHME IPOTOKOJIMPOBaAHUA> U <YyCJIOBUE
[IPOTOKOJIMPOBAHUA>,

© AAMUHHMCTPUPOBaHME KoMILJIeKca cpeacTB 3amuThl JaHHbIX. AQ HIII « PEJIIKCy», 1990-2024 41



MOHI/ITOI)I/lHF KOMIIJIEKCA CPEACTB 3aIIUTHI JAHHBIX

* ecmu <COCTOsSHME [IPOTOKOJMPOBAHMSI> paHee ObUIO YCTaHOBJIEHO U B
3aIIpoCe 3aaH0 <yCJIOBME MPOTOKOJIMPOBAHMS>, TO PAaHEC YCTAHOBICHHOC
<COCTOfHME TNPOTOKOJIMPOBaHMA> HE U3MEHIETCSA, & OTMEHSAETCS TOJIBKO
paHee YCTaHOBIEHHOE <y CJIOBME MNPOTOKOJIMPOBaHMs> (€Ciu ObLIO 33a/1aHO).

Eciu 3agaHo <cocToshue NPpOoTOKOMMPOBaHMUSA> disable, OTMEHSCTCA
MIPOTOKOJIMPOBAHUE CPA3y BCEX CUCTEMHBIX COOBITHIA.
ITpumep.

audit disable linter error;

B Hpumeuanue
B rtekymell Bepcuum 3ampeT MPOTOKOIMPOBAHUS HEYHAYHO 3aBEPIICHHBIX COOBITHH He
noxaepxkusaercsa. Hanpumep, mo komange audit disable create table when
not success MOMNbITKA CO3laHMs TaOIUIbl IPOTOKOIUPYETCS BCErna (KaK MPH yCIELIITHOM
3aBEpUICHUH, TAK U IIPU HEYCIIECITHOM).

CLEAR

Komanga cOpacpiBaeT (OYMINAET) W3MEHEHHUs YCTAHOBOK, BBLIMIOJHEHHBIE KOMAaHJIaMU
AUDIT ENABLE m AUDIT DISABLE:

* AUDIT CLEAR ... WHEN SUCCESS — OYHILIAET TOJIBKO «yCIIEIIHbIE» COOBITHS;

e AUDIT CLEAR ... WHEN NOT SUCCESS — O4HIIAET TOJIBKO «HEYCIEIIHBIC
COOBITHS,;

* AUDIT CLEAR ... — OYMIIAET BCE COOBITHSI.

3) Onmus <yMa CoOBBITUS>

Nms  coObITHs, UIsi KOTOPOTO  YCTaHABIMBAeTCs MpOTOKonupoBanue. CIHCOK
MOJICPKUBAEMBIX COOBITHIA TipuBeaeH B Tabmumax §, 9, 10, 11 u 12. Ecnu uMs coObITUS
SIBHO HE 33/1aHO, YCTAHABJIMBAETCS MTPOTOKOIMPOBAHUE JIJISl BCEX BO3ZMOXKHBIX COOBITHH.

IIpumepsl.

audit enable create table;
audit disable create view;

4) Onmust <oBBLEKT MPOTOKOJIMPOBAHMI>

Jist coOpiTHii rpynmel "RESOURCE EVENTS" (kpome EXECUTE TRIGGER U EXECUTE
PROCEDURE) B ciIy4ae, €Cly Ul HUX YKa3aH Moaudukarop "ON <OBJECT>" Beigaércs
KoJ 3aBepiieHus 2499 (Bo3MOXHOCTE elle He peaM30BaHa).

Hepeann3oBaHHble KOMaH/Abl YCTAHOBKM aynuTa JUid cOOBITHI: "CREATE DEVICE",
"ALTER DEVICE","DROP DEVICE", "CREATE STATION","ALTER STATION",
"DROP STATION", "TRUNCATE TABLE". IIpu NONBITKE BBHITOJIHEHUS KOMAaHIbI

AUDIT nyis BellIeyKa3aHHbBIX COOBITHI OyAeT BbIIaH KoJ 3aBepiieHns 99 (Onepauns He
peanmMs3oBaHa).

5) Onmus <yMa MoJib30BaTEJIA>
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Wms nonws3oBarens, 4YbK JEHCTBYS JOIKHBI IPOTOKOIUPOBATHCA. ECau yKka3aH KOHKPETHBII
M0JIb30BaTeNb, TO COOBITHE BO3HMKAET IpPH YCJIOBUHM, YTO TEKYLIUH MOJb30BaTEIh
COBIIAJAET C <MMeHeM IoJib3oBaTenga>. Eciu <mMsa noJsb3oBaTesisa> He 3a1aHoO,
IIPOTOKOJINPOBAThCs OynyT NeicTBUs Beex mosb3oBarenei b1

6) Onius <ypoBeHb MNPOTOKOJMPOBAHUS>
BY SESSION

CobsiTre mpoTokoaupyetcst oguH pas ais onHoro noakiaroueHus (CONNECTION). Tlpu
3TOM ypoBeHb mpotokoiaupoBanust BY SESSION cpabareiBaeT TOIBKO 1Sl yCTAHOBKH TSI
KOHKPETHOTO I0JIb30BaTelIs.

Ecmu yposenp BY SESSION 3aman ans mio0anbHOW YCTaHOBKHM, YCTAHOBKH JIJISt
KOHKpEeTHOTo 00bekTa b/ min 10KaibHOM yCTaHOBKH, OH UTHOPUPYETCS.

IIpumepsl.

AUDIT ENABLE BY SESSION; (MTHOPUPYETCH)
AUDIT ENABLE FOR SYS BY SESSION; (cpabaTwBaeT)

BY STATEMENT

CoOblTHE TPOTOKONHMPYETCS OAWH pa3 miusd Kaxaod SQL-omepamum (pexum 10
YMOITYaHHIO).

BY ACCESS

CoObITHE TPOTOKOIUPYETCS JJISl KaXA0T0 0OpaIlieHus K IaHHBIM.
7) Oniust <ycJjioBME NPOTOKOJIMPOBAHUS>
WHEN NOT SUCCESS

CoObITHE TPOTOKOJIMPYETCS TOIBKO MPU HEYTAUHOM 3aBEPLICHUHU (PEKUM I10 YMOIYAHHUIO).
WHEN SUCCESS

CoObITHE TIPOTOKOIUPYETCS TOIBKO B CITydae YCIIEITHOTO 3aBEPIICHUSI.
8) Ommust <mapaMeTps IPOTOKOJIMPOBAHMS>
SET

YcraHaBiauBaeT yKa3aHHBIN <rmapaMeTp MNPOTOKOJIMPOBAHMA>!

* RECORDS — MakchMmalbHOe KojudecTBO 3amuceid B Tabmmue $SSAUDIT. Ilpu
HCYEPIIaHUK CBOOOJHBIX 3aMMCEN HOBBIE 3AIIMCH Pa3MEINAFOTCS Ha MECTE CaMbIX
CTapbIX 3alKCeif;

e DAYS — yKa3bIBaeT KOJIMYECTBO MPEIISCTBYIONINX TEKYIIEH JaTe THEH, B TeUCHUE
KOTOPBIX HEOOXOAMMO XPAaHHUThH 3alUCU MPOTOKOIUPOBAHUS. 3apE3ePBUPOBAHO IS
TadbHEHIIIEr0 UCIOIB30BAHNSL.

CANCEL
OTMeHseT paHee YCTaHOBJICHHBIE <[TapaMeTPH IPOTOKOJIMPOBAHMS >,

Koncrpykuus AUDIT CANCEL RECORDS LIMIT 3ampeuieHa.
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9) Co0ObITHSI TPOTOKOIUPYIOTCS B TaOMUIBI BUIA $SSSAUDIT N. rme N - HEIIO€ YHCIIO.

CuHoHuM $$SAUDIT yKa3bIBaeT HA HAMOJHAEMYIO B JJaHHBIH MOMEHT TaOnuily Buaa $
$SAUDIT N. Jlns kaxjoi tabmuupl yctaHosiaeH aMMUT 1000000. IIpu npepbimennn
JIMMUTA, 3aJJaHHOro kKoMaHao AUDIT SET RECORDS LIMIT < HOBOE 3HaUeHUE
>, TIPOUCXOJMUT CO3JJaHWE HOBOW Tabmuipl, a "crapas" TaONUIbl CYMTAETCS apXUBHOU
xornueil. Ecnmu AUDIT SET RECORDS LIMIT genaeT JUMUT 3allACEN TaOIHIIbI ayaura
MEHBILIUM, YEM YK€ €CTh 3alHicel B 3TOM TabauIle, TO TabIKIIa C HOBBIM JMMUTOM JIOJDKHA
CO3JaThCS B CIIEYIOIIEM KBaHTE PabOTHI.

10) lnss  oumctku 0Oa3bl JaHHBIX OT HAKOIUIGHHBIX apXMBHBIX KOMHUH KypHaia

npefycMoTpeHa npouenypa clear old audit, TEKCT KOTOpoW Haxomutcs B Qaiine
audit full info.sqgl karamora cucTeMHBIX cioBapei. IIponenypa BeI3bIBacTCA C
OJTHUM apTyMEHTOM - YHCIIOM IMOCJEeIHUX TaOluIl aynuTa, KOTopoe OyleT OCTaBJICHO B
6aze. [Ipu 3amycke nporenypsl 6€3 apryMmeHToB OyneT octaBieHo 10 Ttabmui. Ecnu 3anan
aprymMeHT Menble 10, To oH 3ameHsieTcs Ha 1 0. [Ipouenypa Bo3Bpamaer TRUE, eciiu Bce
3aMpoChl 3aBEPIIMIIUCH 0e3 OIMMO0K, nHade FALSE.

11) lIpouenypa SET AUDIT LAST ycTaHAaBIMBAacT B Ka4e€CTBE MCTOYHHMKA JIAHHBIX IS

npexacTtapiaeHuss AUDIT EVENTS Tekyliylo TaONuily, HPUBSA3aHHYI0 K CHHOHHMY $$
SAUDIT. BeizbiBaetcs 6e3 aprymenToB. Bo3spamiaer TRUE MpH yCIEUTHOM BBITIOJTHEHUH
BCEX 3alpocoB, FALSE B clly4ae OIIMOOK.

12) Ilponenypa SET AUDIT ALL yCTaHaBIMBACT B KayeCTBE HMCTOYHHUKA JaHHBIX IS

MpeaCTaBJICHUS AUDIT_ET/ENTS o0benuuenre o UNION ALL Bcex TadmuIl ayaura,
KOTOpBIE €CTh B 0a3e (MJIM HECKOJIIbKUX MOCJIEIHUX, €CIIU 33J]aH apTYMEHT - KOJIMYECTBO
Tabnui). Bei3piBaeTcst 6€3 apryMEHTOB HITH C OTHAM YHCIIOBBIM apryMeHTOM. Bo3Bpamaer
TRUE Ipu yCIEIIHOM BBINOJIHEHUH BCeX 3amnpocoB, FALSE B ciydae owmubOok. Ecnu
MIPOU30IILTIA 3aMEeHa TAOJUIIBI ayIUTa, TO ATY MPOIEAYPY CIEAYET BhI3BaTh 3aHOBO MEPE]
oOpaieHueM K npezcrasieHnio AUDIT EVENTS.

NMpoTokonupoBaHMe Nonb3oBaTeNIbCKOro COOoLLEeHNs

Cneuudmnkauus

AUDIT MESSAGE <TexcT coobmeHms>;

Komanma co3maer B Tabmume $$SAUDIT HOBYHO 3alUCh C THUIIOM «IIOJI30BATEIIbCKOE

COOOIIIeHNE» U <TEKCTOM COOBmeHma> B noine USERTEXT.

IIpn BBIZOBE CKpuNTa 3aBeplIeHUs paboThl stop linter.sh B mepBoM mapamerpe
MOXHO 33/1aTh COOOIIEHUE, KOTOPOE MIPU BKIIIOUEHHON CHCTEME MPOTOKOIMPOBAHUS 100aBUT

YKa3aHHOC COO6IJ_ICHI/IC B JXKYypHaJ:

sh stop linter.sh "scheduled maintenance"

B xypHan Oyner noGaBiieHa 3alKCh:

shutdown - scheduled maintenance - by SYSTEM

Hauyatb KOMMEHTUpOBaHUEe NPOTOKONMNPpYyEeMbIX coObITUN

Cneuundmkaums

AUDIT SET MESSAGE <xommeHTapmit>;

Jliis Bcex cOOBITHI, MPOTOKOIMPYEMBIX IO COSIMHEHHIO, B KOTOPOM MOAaHa 3Ta KOMaH/a, B

nosie USERTEXT tabmuipl $$SAUDIT naunnaet 100aBISITECS TEKCT <KOMMEHTaPWA>.

Komanna noctynHa BceM nonb3oBarensam b1
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Mpumep

audit set message 'llpuioxeHHUe

"CKHaﬂ" |l ,.

OTMEeHUTb KOMMEHTUPOBaHMNE NPOTOKONNPYEMbIX COOLITUN

Cneuudmnkauus

AUDIT CANCEL MESSAGE;

st Bcex coOBITUH, TPOTOKOTUPYEMBIX MO COEAMHEHHIO, B KOTOPOM TO/IaHa 3Ta KOMaH/a,
oTMeHsieTcsi noOamienue B mosie USERTEXT tabmunpl $SSAUDIT panee 3amaHHOTO

<KOMMEHTapMUI>.

Komanna noctynHa Bcem nonb3oBarensam b1

NMpoTokonupyembie cobbITUA

CucremMHble coObITUA

CucTeMHBIE COOBITHS MNpEaACTaBJICHLI B Ta6J'II/II_Ie §

Taomuna 8. CucreMHBIE COOBITHS

ID Hma codobITHA IlosicHeHne
co0bITHS

3 SHUTDOWN Ocranos sanpa CYB/]
4 STARTUP Crapr aapa CYB/]
5 RESTART Tennsii pecrapt siapa CYB/]
6 LINTER ERROR Peructpanus quarnoctuku CYB/[ JIMHTEP
7 AUDIT START AKTHUBAIUS CUCTEMBI ayJIuTa
8 AUDIT STOP JleakTuBanus CUCTEMBI ayquTa

78  |SET DATABASE NAMES

YcranoBka konupoBkH b/l 1o yMmoigaHuto

79  |SET RECORD SIZE

OrpanuyeHue pazMepa 3anucu

80 |SET NAMES

YcTaHOBKa KOIUPOBKH COSAMHEHUS TIO
YMOJTYaHUIO

85 SET DATABASE DEFAULT
CHARACTER SET

VYcranoBka konupoBkH b/

CobbITusA, cBsA3aHHbIe ¢ B[]

CoObiTHs, cBsi3anHbIe ¢ B/], mpeacraBnensr B Tabmuie 9.

Tabmnuma 9. CoObiTus, cBsi3aHHbIC C BJ]

ID coObITHS Hmsa codobITUA IMosicnenne
9 CREATE TABLE Co3znanne TabIuIbI
10 CREATE VIEW Co3nanue npeacTaBiIeHUs
52 CREATE SYNONYM Co3nanue cHHOHHUMA
11 CREATE PROCEDURE Coznanue nmpoueaypsl
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MOHI/[TOPI/[HF KOMIIJIEKCA CPEACTB 3aIIUTHI JAHHBIX

ID coObITHS

Hms coObITHSA

IHosicHenune

16 DROP TABLE Vnanenue TaOIUIbI
17 DROP VIEW Ynanenue npecTaBlieHus
18 DROP SYNONYM VYnaneHue cMHOHUMA
19 DROP PROCEDURE VYnanenue nmpouenypsl
20 DROP TRIGGER VYnanenue tpurrepa
59 CREATE STATIONY Co3nanue craHuu
60 ALTER STATIOND W3meHeHune cTaHInu
61 DROP STATIONY VYnanenue craHIMU
62 CREATE DEVICER Co3znanue ycTponcTBa
63 ALTER DEVICER H3Menenue ycTpoiicTBa
64 DROP DEVICEL VYnanenue ycTpoicTaa
65 ALTER | REBUILD PROCEDURE  |M3meHenue npoueaypbl
66 CREATE TRIGGER Coznanue Tpurrepa
68 GRANT TABLEY Hasnauenue npaB nocrymna
K TaONuIe/XpaHuMO mpoueaype
70 EXECUTE PROCEDURE BrinosnHnenue nporeaypol
71 EXECUTE TRIGGER BrinonHenue tpurrepa
72 CREATE SEQUENCE Co3snanue mocnea0BaTeIbHOCTH
73 DROP SEQUENCE YnaneHue nocieaoBaTeIbHOCTH
74 CREATE CHARACTER SET Co3nanue KOIUPOBKU
75 DROP CHARACTER SET VYnaneHne KOIUPOBKH
76 CREATE TRANSLATION Coznanue npaBuiia TpaHCIALUU
77 DROP TRANSLATION VYnaneHue npaBuia TPAHCIALUUA
81 CREATE ALIAS Co3nanue aanaca
82 DROP ALIAS Vnanenue annaca
86 TRUNCATE TABLE Yceuenune TaOIUIIBI
87 ALTER SEQUENCE Monuukarus nociea0BaTeabHOCTH

1)

— cOOBITHE HE ayAUPYeTCS.

CobbITUA, cBA3aHHbIe C NOACUCTEMOM AoCTyna

CoObITHS1, CBA3aHHBIE C TIOICUCTEMOM JIOCTYTIA, MpecTaBieHb! B Tadmuie 10.

Ta6muna 10. CoObITHsI, CBSI3aHHBIE C MMOJICUCTEMON AOCTya

ID coObITHS

Hms coObITHS

IHosicHenue

21 CREATE USER Co3znanue nonb3oBarels

22 DROP USER VYnaneHue nojab30BaTeIs]

23 ALTER USER H3MeHeHue npuBWIETHil OJIb30BATENS
24 ALTER PASSWORD H3MeHneHue naposist nojib30BaTens
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MOHl/ITOpI/IHF KOMILJIEKCA CPEACTB 3alIUThI JaHHBIX

ID coObITHS

Hms coObITHSA

IHosicHenune

25 CREATE ROLE Coznanue ponu

26 DROP ROLE Ynanenue poiu

31 GRANT ROLE Ha3zunauenue ponu

32 REVOKE ROLE OTMeHa Ha3HAYEHHOU posn

27 CREATE GROUP Coznanue rpynimsl

28 ALTER GROUP H3menenue rpymnimel

29 CREATE LEVEL Co3nanue ypoBHs

30 ALTER LEVEL N3menenue ypoBHs

33 GRANT ACCESS Pa3pemenue nocryna k rpymnmne
34 REVOKE ACCESS Otmena focTyna K rpymnme

CoObITuA, cBA3aHHbIe C Tabnuuamum

CoObITHS, CBSI3aHHBIC C KOHKPETHBIMU TaOIHIIAMH, TIPECTABICHBI B Ta0mue 11.

Ta6muna 11. CoObITHS, CBI3aHHBIE C TAOIUIIAMU

ID coObITHS

Hms coObITHSA

Tlosicuenue

13 INSERT JloGaBneHne CTPOKHU B TAOIHUILY

14 UPDATE N3meHnenune cTpoku TabIuIlbI

12 SELECT Bri6opka cTpok u3 Tabiauisl

15 DELETE VYnaneHnue CTpoK TaOIUIIbI

35 INSERT IN PROCEDURE I[06aBJIe}EI/Ie CTPOKH B vTa6JH/1uy
XPaHUMOM MPOIIETyPOid

37 UPDATE IN PROCEDURE N3meHnenune cTpoku TabIuIlbI
XPaHUMOM IPOLIEAYPOU

38 SELECT IN PROCEDURE Bri6opka CTPOK TaOIHIIBI XPAHUMOM
npoueaypoi

36 DELETE IN PROCEDURE VYnanenue CTpoK TaOIUIIBI XpaHUMOM
MpOLETy PO

40 UPDATE IN REFERENCESY W3meHeHne CTpoku B TaOIHIIE IPU
KacKaJIHOM U3MCHCHHH

39 DELETE IN REFERENCESY VYnaneHue CTpOK U3 TaONHUIIbI IPU
KacKaJHOM yHaJIeHUU

42 DROP INDEX Vnanenne uHaekca TaOIAIBL

41 CREATE INDEX Co3nanne nHIeKca TaOIUIIbI

44 REBUILD TABLE Boccranosnenue Ta0mIuIbl

43 PRESS TABLE Coxarue TaOIuIbI

45 ALTER FILER N3menenue ¢aiina TabauIbI

48 LOCK TABLE briokupoBka Tabnuibl

49 UNLOCK TABLE CHsATHE GIOKUPOBKH C TAOIHUIIBI

46 GRANT TABLE [Tepenaua npuBMIeTHiA HA TAOIUITY

47 REVOKE TABLER OtmeHa npuBUIIeTU Ha TaOIUILy
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MOHI/ITOI)I/lHF KOMIIJIEKCA CPEACTB 3aIIUTHI JAHHBIX

ID coObiTHS HNmsi coObITHS Ilosicnenne
56 ADD COLUMN JloGaBneHue crouaodia
57 ALTER TABLE N3meHenue cTpyKTypbl TaOIUIIBI
88 MERGE BcraBka/m3aMeHeHHE JaHHBIX TaOJIHIIBI

D_ cobbiTre He ayupyeTcs.

CoObITUSA, cBsi3aHHbIE C NONb3oBaTeNnsAMu

CoObITHSI, CBSI3aHHBIE C TMOJIB30BATEISIMU, TIPECTABICHBI B TabIHMIE 12.

Ta6muma 12. CoObITHS, CBA3aHHEIE C II0Ib30BATEISIMA

ID coObITHA HNms coObiTHS IosicHenne
50 COMMIT dukcauys TpaH3aKUUU
51 ROLLBACK OTKaT TpaH3aKIHU
1 CONNECT [Tonxmrouenue mosb3oBarens K b/
2 DISCONNECT Otcoeaunenue nosnb3oBarens ot b/]
54 OPEN CURSOR OTKpbITHE OAUYNHEHHOTO KaHaja
55 CLOSE CURSOR 3akpbITHE MOAYMHEHHOTO Kypcopa
53 USER MESSAGE Co3manune moib30BaTeIbCKOro COOOIIEHNS

B Hpumeuanne 1
CHeHyIOH_II/Ie CO6BITI/IH IMPOTOKOJHUPYIOTCA U B CIIydac YCIICIIHOI'O U B CJIy4a€ HCYCIICIITHOI'O
BBITIOJHEHUS (€CJIU Pa3PEIEHO IPOTOKOIMPOBAHNE STUX COOBITHA):

* AUDIT START;

e AUDIT STOP;

e AUDIT MESSAGE <TexkcT CcooOOmeHmus>;

e SET DATABASE NAMES <uMa KOOMPOBKM>;

* ALTER DATABASE SET RECORD SIZE LIMIT <pamHa>;

e SET DATABASE DEFAULT CHARACTER SET <mMa KOIOMPOBKMU>;

OTO 03HAYAET, YTO €CIIU, HAITPUMED, BBICTABIICH PEXHM:
AUDIT ENABLE SET DATABASE NAMES WHEN SUCCESS;
IIPOTOKOJIMPOBAThCS OyAyT U yCIEIIHbIe, M HeycHemHble coOobIThs SET DATABASE NAMES.

B Mpumeuanne 2
YroObI IIPOTOKOJIHUPOBATE BXO/ IMOJIB30BATECIA B CUCTEMY H606X0,I[I/IMO HCIIOJIB30BaTb OAHY H3
KOMaHT;

* AUDIT ENABLE CONNECT [WHEN SUCCESS | WHEN NOT SUCCESS];

* AUDIT ENABLE ACCESS DENIED [WHEN SUCCESS | WHEN NOT SUCCESS];

JlaHHBIE KOMaHBI HE 3aBUCAT APYT OT JIpyra.
[Tpumep.

AUDIT ENABLE CONNECT;

48 © AAMMHHMCTPUPOBaHME KOMILJIeKca cpeacTB 3amuThl JaHHbIX. AQ HIIIT «PEJIIKC», 1990-2024



MOHl/ITOpI/IHF KOMILJIEKCA CPEACTB 3alIUThI JaHHBIX

AUDIT DISABLE ACCESS DENIED;
B pesynbrare paboThl JaHHOK MOCIEA0BAaTEILHOCTH KOMaH I Oy[eT BHICTABICH PEKUM:
AUDIT ENABLE CONNECT;
Coo6pitne «ACCESS DENIED» o3HavyaeT HeycHnenHoe NoAKIIoueHue moiap3oBarens k b/l T.e.
MOIKIIFOYEHHUE C KOIOM OIIHUOKH.

B Hpumeuannue 3

1. AUDIT ENABLE;
BkitouaeT npotokonupoanue BCEX HEYCITEIIHBIX coObiTuii.
AUDIT DISABLE;
3anpeniaet nporokonupoBanne BCEX coObITHii.
Komanppr:
AUDIT ENABLE LINTER ERROR;
AUDIT ENABLE <wmma coOermsa> WHEN SUCCESS;
BKJIIOYAIOT MPOTOKOJIMPOBAHNE M YCIICUIHBIX, M HEYCIEIIHBIX COOBITHH.
ITpumep.

username SYSTEM/MANAGERS

AUDIT START;

AUDIT ENABLE LINTER ERROR;

AUDIT ENABLE CREATE TABLE WHEN SUCCESS;
| perucTpupyeTcs

CREATE TABLE T1( I INT);

! peructpupyercs - oummbkxa 1503

CREATE TABLE T1( I INT);

AUDIT STOP;

2. Jlns BKJIFOUEHUS TPOTOKOJIHPOBAHHS HEYCIEIIHBIX COOBITUH HEOOXOAMMO BBIMOJHUTH
KOMaHJIbI:
AUDIT ENABLE LINTER ERROR;
AUDIT ENABRLE <umMsa CcOOBITHUSA>;
158)0%1
AUDIT ENABLE LINTER ERROR;
AUDIT ENABLE <wmmga cobeirmdg> WHEN NOT SUCCESS;

B Hpumeuanne 4
YcraHOBKH Uil KOHKpeTHOro 00bekTa b/l u nokanbHbie ycTanoBku cpabatsiBator TOJIBKO
aas cooprtuii Tuna "TABLE EVENT", u cobwertuiit EXECUTE TRIGGER u EXECUTE
PROCEDURE.
st Bcex coObrtuit Thna "RESOURCE EVENT", eciiut He oroBopeHO OTAeNbHO, Kitoun «ON
<upentudukarop>» u «FOR <ums nonp3oBarens™» OyayT TM00 UTHOPUPOBATHCS U BKIIOUAThH
MIPOTOKOJIMPOBAHHE BCEX COOBITUI TAHHOTO THIIA, THOO 00padaThIBATHCS CIEAYIOUIMM 00pa3oM:

* KOMaHOA
AUDIT ENABLE <umMmsa cobeTmsa> FOR <uMmsa nojabszsoBaTenig> [BY {SESSION
| STATEMENT | ACCESS}] [WHEN NOT SUCCESS | WHEN SUCCESS];
BBIJIAET KOJ 3aBepIieHus 99;

* KOMaHJa
AUDIT ENABLE <wmmsa coOelTuga> ON <umeHTHOMKATOP> [FOR <umMmsa
nojassz3oBaTens>] [BY {SESSION | STATEMENT | ACCESS}] [WHEN NOT
SUCCESS | WHEN SUCCESS];
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BbIAeT KoA 3aBepuieHus 2050;

e 1 coObiTH TRUNCATE TABLE M Ha ON <upmeHTuOMKATOpP>, U HA FOR <umMms
[OJIbL30BAaTEJISI> BbIIAET KO/ 3aBepiieHus 99;

* IS BCEX OCTAJIbHBIX COOBITUN — UTHOPUPYETCS KoY «ON <mumeHTudMKaTop>».
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MexaHu3M HaaeXXHOro BOCCTaHOBJIEHUA

Mexann3m HazaexxHoro BoccraHoBieHus obecreumBaercss CYBJ JIMHTEP. Ero ocHoBoi
SBJISICTCSl BEJICHUE CHUCTEMHOTO »JKypHalla, TII€ OTOOpa)kaloTCsi HW3MEHEHHS, KOTOPBIC
npousBozATcs ¢ b/l Bcemu €€ nmonbp30BaTessIMU.

HeﬁCTBHH, CBsA3aHHBIC C HU3MCHCHHAMHU B CHCTEMC 3alllUThl, TaKXC OTO6pa)KaIOTC$I B
CHUCTEMHOM JXKypHaJie (Co3aanue/yaajieHne HOBOTO MOJIb30BATEIIS/TPYIIIHI U T.11. ).

Ecim monp30BaTesns OMydYuT YBEAOMIICHHAE O TOM, YTO €r0 M3MEHEHHUS TiepeHeceHsl B bJI, To
c00if 000pYyAOBaHMS HE MOXKET MPUBECTH K HAPYIIEHUIO CHCTEMbI 3aIlIUTHI.
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Npeobpa3zoBaHue AaHHbIX

[IpeobpazoBanuto B b/l IMHTEP nmoanexar nanueie 1r000i TaOIHIIBI, COAEPIKAIINAECS B:

* (ailax 1aHHBIX;

* BLOB-¢aiinax.

Llenpro mpeoOpa3oBaHuUs SIBICTCS 3aTPyAHCHHWE JOCTynma K JaHHBIM bBJl cpenctBamw,
ormmaabiMUA 0T cpeactB CYB]] JIMHTEP, B moment, korma siapo CYB]] He paGoraer (He
3arpy»eHo).

[Tpu 3arpyxxenHoM sinpe CYBJl ¢aiinbl Tabmui MOHOIMOJIBHO OMOKUPYIOTCS U JIOCTYITHBI
tonbko aapy CYBJ JIMHTEP.

[IpeoOpa3oBanue JaHHBIX NpPEACTaBIeT co00M omepanuio «uckiaodaromee WIIM» ¢
KOHCTaHTOM IJId BCEX MAIIMHHBIX CJIOB, COACPKAIUXCA B JaHHBIX.

B ¢daitnax unaexcoB mpeoOpazoBaHue HE TPeOyeTCs, T.K. C)KaTue, KOTOPOMY TOJBEPTarOTCs
KITFOYH TaOJIHIIBI, HACTOIBKO CEPhE3HO, YTO MOXKET IMMOTPEOOBATH MECSIIHI YITOPHOTO TPY/Ia JUIS
MOJTyYEHUs peajbHOU nH(pOpMaIUK.

Kpome Toro, crpanuipl Beex ¢aiiaoB TabauIsl CHA0KEHBI IPOBEPOUHON MHGOpMaLIUEH, HE
MTO3BOJISIONIEH HE3aMETHO U3MEHUTH JaHHBIC.

[Taponu monb3oBaTenel, npexae yeM 3amuckiBathess B b/, moasepratoTcss HeoOpaTUMOMY
npeoOpa3zoBanuto. [Ipu stom ucnonb3yercs anroputm MAC (Message Authentification
Code).
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OuucTtka onepatTUBHON U BHELLHEN NaMATU

[Tepepacnpenenenre BHEMIHEW NaMATH BO3MOKHO B ABYX CITydasix:

1) npu ynanenun/ycedeHuu (ainoB TaOIUIbI U CUCTEMHBIX KYPHAJIOB;

2) npu 3aBepmennu pabotel CYB]] (ycekatorcs ee paboune (aitibi).

B o00oux ciywasx ocoOonuBlIeecs AMCKOBOE MPOCTPAHCTBO OUMUINAETCS C MOMOIIBIO
TPEXKpPATHOM 3alIUCH MACKUPYIOIIeH nH(pOpMaIuu.

[lepBriii pa3 ouncTKa BBIMOJIHAETCSA IMyTEM 3aucH ToJlbko 0-X OWUTOB, 3aTe€M uYepeOBaHUEM
0-x u 1-x GUTOB, B TpeTUil pa3 3aluCh OCYUIECTBIAETCA TOJAbKO 1-mu Outamu. T.x. daiiiasl
CUCTEMHOI'0 JKypHaja MOTYT MCIIOJIb30BAaThCS MOBTOPHO, TO HX OYUCTKA BBIMOJIHAETCS
yTeM 3alMcu HOBOM HMH(oOpMauuu noBepx paHee 3anucaHHoil. Mudopmauus B CYB/]
3aMMChIBAETCS CHayajla B CUCTEMHBIN xKypHau (17151 o0ecrieueHus: HaIe)KHOCTH), a TIOTOM YXKe
B (aitnibl Tabmuipbl. lyonupoBanue nHdopMaluu Heo0X0uMo 1Sl 00ecTedeH s HaIeKHOCTH
¢yukuuronupoBanuss CYBJl. Ilpu ymaneHun TtaOnuibl MpPOMCXOAMT IEpepacipeesieHre
BHEIIIHEW MaMsATH, 3aHUMaeMo# (aitlaMu TabIUIbl, OJHAKO TIEpepacrpeaesieHus] BHEITHEN
MaMsATH, 3aHMMAE€MON CHCTEMHBIM KYpHAJIOM, IpH 3TOM He mpoucxonut. I[lostomy
nH(poOpMaIUs B CUCTEMHOM KypHaJle cCOXpaHseTcsl U nociie ynajaeHus daiinos tadbmuuesl. Ee
OYMCTKAa IPOU30MIET MO3HEE, NMPHU MepepacpeeICeHn UM MEePEUCIIoNIb30BaHNUU MTaMATH
KypHasia. B mocieaHeM ciiydyae OuMCTKa OCYILIECTBIISIETCSI 3alIMChI0 HOBOM HH(pOpMaluu
IIOBEPX CTAPOM.

Bo Bpems pabotet CYBJl JIMHTEP otcnexxuBaeTt 3aHATOE €10 MECTO B OTIEPATUBHON MTAMSATH.

[Tpu 3aBepuienun csoeit paborsl CYBJl JIMHTEP oOnynser Bech 00beM oOmnepaTUBHOM
ITaMATH, KOTOPBIA OHA 3aHUMAJIA.

B npornecce 06paboTku nHbOpMAIIIS MOXKET IPOXOIUTD CIASAYIOIINE My TH:

1) ot mpuioxkeHus yepe3 Mexanu3Mbl MexipoueccuHoro oomena OC k CYB/;
2) ot ypanenHoro npuioxenus no certu uepe3 OC k CYB/;

3) ot CYB]] uepe3 OC k BHENIHEH MamMsITH.

B xaxnaom cimyuae OC MOXET HUCIOJIb30BaTh ONEPATUBHYIO MAaMSTh JUUISl BHIMOJIHEHUS 3TOU
¢yukuroHanbHocTU. CYB/] HE ouMIaeT onepaTuBHYIO MaMsITh, HCIOIb3YIOIIYIOCS AJIs ATHX
mejei — 3Ta 00A3aHHOCTh JOJDKHA Bosararbed Ha OC.

CYB/] Moxer OBITh HacTpO€HAa Ha HCIOIH30BAHWE MAaTEMaTHYECKOTO MPeoOpa3zoBaHUs
nH(popMaIuu, XpaHUMOM Ha TUCKE U MePeaBaeMOM 1O CETH. DTO MOXKET OBITh UCIIOJIB30BAHO
TSl 3aTPYIHEHUS TOCTyma K octarouHor nHdopmarmu O3V, kortponupyemoit OC.

OuncTka namMsATH (BHELIHEH U ONEepaTUBHON) BBINONHSIETCS, TOIbKO eciu B b/l mpucyrcrByer
XOTs Obl OTUH YPOBEHb CEKPETHOCTH.

B cocraB auctpubyTtuBa BXOOUT yTUiauTa erasefile Il OYUCTKM yKa3aHHOTO
¢daiina u ckpunt erasefile.sh [ BBINOJIHEHUS OYUCTKU U yHaleHUs QailioB u3
3aJJaHHOTO Karajora. ¥ TWInTa paboTaeT 1o alfOPUTMY 3alMCHU MACKUpYyIoLled HHopMaiuu,
ONMCAaHHOMY BBILIE.
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U3onauua moayneu

IIpu paccmorpenun mexanusmoB padorslt KC3 CYBJl JIMHTEP neobxonuMo OTAEIBHO
UccienoBaTh paboTy MeXaHHW3Ma MapajjielbHOM 00pabOoTKM 3alpocoB  pazIUYHbIX
nosib3oBarenel. KoHTpone Hax M30IMPOBAHHOCTBIO 3aIPOCOB OTAEIBHBIX ITOJIB30BAaTENIEH
npou3Boaut gucnerdep aocryna CYBJl JIMHTEP. On nomy4aer ynpasieHue:

* IpU yCTaHOBKE Joruueckux cpsseil (kananoB) ¢ CYB/] pasnuuHbIMU MOJIb30BaTENIMU U
IIPU UX pa3phIBE;

* IIpH [OJa4ye 3arpoca MoIb30BaTeleM;
* TIpY BbIJIa4€ OTBETA MOJH30BATEIIO;
* B IIpoIIeCCe MapaJIeIbHOM 00padOTKH 3ampoca;

* TIpU OKOHYAHHWH KBAaHTA TEKYIIETO 3arpoca.

B Moment ycrtanosneHus noruyeckoid cBs3u ¢ CYB/] u npu ycnoBuM BBINOJHEHUS BCEX
IpoLeaAyp IPOBEPKU JOCTyHa AUCIETYEp JAOCTyIa BbIAENAET oA 00pabdOTKy 3arlpocoB
OT JTaHHOTO IIOJIB30BATENs YIPABIIIOLIYK) CTPYKTYPY, PacHojlararollyrocs B aJpEeCHOM
npoctpanctee CYBJ] JIMHTEP. B cinyuae ecniu ¢ CYB/] ycTaHOBIEHO HECKOIBKO JIOTHIECKHUX
COCUHEHHUM, AN KaXJIO0ro M3 HUX OydeT BblIeJIeHa CBOsI COOCTBEHHAs YIpaBIISOLIAs
CTPYKTypa. YNpaBIAOIIAs CTPYKTypa KaHala TOJHOCTBIO OIMCHIBAET IOJIb30BATENS,
YCTAaHOBUBILIETO COEIMHEHUE, U COJACPKUT BCIO HHPOpPMALMIO O TEKYIIEM COCTOSHUU
BBIITOJIHEHHUS 3aIIPOCOB JAHHOTO TOJIb30BATENS.

CVYB/Jl JIMHTEP B nponecce 06pabOTKH 3apOCOB ONEPUPYET HE JAAHHBIMH MOJIb30BATEINS,
a TOJBKO YMpaBJsOIMEed wWHHOpPMALUEH, XapakTepu3ymromed wux. Irta uHopmarus
IpeJCTaBiIsieT cOO0H, B OCHOBHOM, MacCHUBBI CChUIOK Ha (hailiibl JaHHbIX. Bes ynpasnstomas
uH(poOpMaIUs XpaHUTCS B YIPABISAIONIEH CTPYKTYPE COOTBETCTBYIOIIETO KaHala.

[lpn mnapamienbHOM HCIOMHEHHH 3allpoCOB  JHCIETYEp MAOCTyNa IPOCTO BBIOMpPAET
OYEPEIHYIO CTPYKTYPY YIPABICHUSA KaHAJIOM B COOTBETCTBUM C HIPUOPUTETAMU UCIIOJIHEHUS
3ampocoB. JlanpHelmass pabora CYB/| JIMHTEP, Bmnote n0 nepenauu ynpaBieHUS
JUCIIETUEpy JAOCTYIA, BEAETCA B KOHTEKCTE apaMeTpOoB U HH(GOPMAIK TaHHOU CTPYKTYPHI.

Bcee monynu CYBJI JIMHTEP (xpome nucneruepa A0CTyIa) MOMIYy4aOT HA BXOAE U BbLAAIOT
Ha BBIXOJIE YIIPABIIAIOILYIO CTPYKTYPY, COOTBETCTBYIOILYIO KaHaITy, AJi1 KOTOPOTO 3TH MOJYIIH
OyAyT OCYIIECTBIISATH CBOM (PyHKLMHU. B mporecce BbIMOIHEHUS 3a1poca IUCIeTyep A0CTyIa
KOHTPOJIUPYET HEBO3MO)KHOCTh HCIIOJIb30BAaHUS WM MIOBPEXKIEHUS CTPYKTYP, OTHOCSALIUXCS K
Ipyrum kananam. Jlro6as mogoOHast MonbITKAa CYUTAETCS OLIMOOYHOM CUTYallMel, U MOIbITKa
noctyma k B/l cooTBeTcTBYIOIIIEr0 MOJIb30BaTeNst Oy/IeT 3aBEpIleHa ¢ OIITMOKOM, yKa3bIBAIOIIEH
Ha HapylIeHUe U30JISLUH.

IIpn KOppPEKTHOM 3aKpbITMM WM aBAPUMHOM pa3pblBE€ JIOTMYECKOM CBSI3H JUCIHETYED
JIOCTyINa MPOU3BOAUT HPOLELYpYy OCBOOOXKAEHUS KaHana. B 3ToM ciyuyae yHuuToxkaercs
BCS YINpaBisiomas MHGOpMALMs, KacaBIUAsCs JaHHOIO KaHajla, OCBOOOXJAIOTCS BCE
UCIONb30BaHHbIe KaHanoM pecypchl CYBJl, u yHHuUTOXaeTcs CTpPyKTypa YIpaBieHUS
KaHaJIOM.
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SQL-3anpocbkl aAna padoTbl C CUCTEMOU 3aLLUTDI
AaHHbIX

MmeHoBaHUue obobekToB Bl

Nwms oobexta B/] (<mms>) B CYB/] JIMHTEP cogepxut He 601ee 66 CHMBOIIOB.

OTUMHU CHUMBOJAMH MOTYT OBITh IUQPHI, JTaTUHCKHE OYKBBI, 3HAKH MOMYEpKUBAHUS () U
nosapa ($). imst 1ommKHO HaunHAThCs C OYKBBI.

[TonHOE MM TAOIULIBI BKIKOYAET TAKKE U UMS CXEMBI TAOIMUIBL: [<MMS CXeMbD>. | <muMs
TaOJIMLIBI>.

NMpepoctaBneHue npuBUNernmn

[IpenocTaBneHre MPUBWIETUU BBIMONHSIETCS omneparopoM GRANT, cxema KOTOpPOTO
IpuBe/IeHa Ha PUCYHKeE 1.

TpHELIeTHA ON Huz TO C_mmu;
TAOIHIE cyOBeKTOR
IpeaocTanaeune GRANT
MpHETErE
” Cnncox C .
Kareropug e IDENTIFIED BY ml;::;

SELECT

/ INSERT

DELETE CONNECT

r/
i

_A_UPDATE /_A_RESOURCE
Kateropas
IpHERTETHA TlpneRIerna Mpusaierns o e \\\ — DEA

a”'
/
l

"
b,
N,
Y
Y

INDEX ~( BACKUP )

REFERENCES

ALL

Pucynok 1. Cxema oneparopa GRANT
OO6mume npaBuia:

* ALL paBHO3HAYHO CIIMCKY, BKJIOYAIOIIEMY BCE€ MPUBWIETUU JUIsL  TaOIMUIIBI
(SELECT+INSERT+DELETE+UPDATE+ALTER+INDEX+REFERENCES);

¢ €CJIM B KOMaHAC MPEAOCTaBJICHUA HpI/IBI/IJ'Iel"I/Iﬁ Ha YKa3aHHYIO Ta6n1/1uy BMECTO CIIMCKa
noJjip3oBarenieil ykazaHo PUBLIC, TO BCEM I0JIb30BaTeNsIM (CYLIECTBYIOLIUM U OyTyIIIM)
OyIyT MPEAOCTABICHBI YKA3aHHBIC TPUBUJICTHH,

» BTOpas opma oneparopa GRANT npenHa3HauYeHa Kak ISl CO3/IaHUsI HOBOTO TOJIb30BaTENs
C ONpENECICHUEM €ro KaTeropuu, Tak W I U3MEHEHUW KaTeropuu CyIIEeCTBYIOIIETO
MOJIB30BaTEA;
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SQL-3anpocskl AJ1s1 paGoThI ¢ CHCTEMO# 3a1MTHI JAHHBIX

CIIMCKH CyOBEKTOB M HMX Mapojieil MOTryT pa3iuyaTbcs MO YMCITy 3JIeMeHTOB. llpu
3TOM CIIMCOK CyOBEKTOB JOJDKEH OBITh He Kopoue crnucka mnapoieil. CooTBeTcTBHE
«T10JIb30BATEIb-TIAPOIIb» MPOU3BOAUTCA ciieBa HampaBo. [loap3oBatenu, octaBimuecs 6e3
cooTBeTCcTBUs, nonydar «mycroi» mapoinb: GRANT CONNECT TO U; paBHO3HAa4HO
GRANT CONNECT TO U IDENTIFIED BY ";

CTpOKOBBIﬁ MapoJib MOKET COACPIKATL OO 18 CHMBOJIOB;

NpUBWIICTUU  MOTYT TCpPCAaBATbCA  TOJIBKO BJIaACIbLEM YKaBaHHOﬁ Ta6J'II/II_U>I/
MMPEACTAaBJICHHUA,

BBOJUTh HOBOIO IIOJIb30BaTeNsl (C ONpPEAETICHUEM €ro KaTeropuu) MOXKET TOJIbKO
anMuHucTparop (kareropust DBA).

OTmeHa npuBunerum

OTmeHa mpUBWIETMH BBINOIHIETCS onepatopoM REVOKE, cxema KOTOpOro IpHBEIEHA Ha
PHUCYHKE 2.

OTMeHA
MpHBHIETHH

I'Ipnnmm:t-( ON )—hl E’]m
TAOTHIR

REVOKE ( FROM )—b CHOHCOK CYOBEKTOR

Kareropua

Pucynok 2. Cxema oneparopa REVOKE

OOuue npaBuia:

CUHTAaKCHUYECKHE ITpaBuiIa Te ke, uTo U i oneparopa GRANT;
IPUBUIIETUN MOXKET OTMEHSTh TOJBKO BIlajiesel] TaOIuIIbl;

OTHATh (TIOHM3WTH) KATETOPUIO TIOJIB30BATENS MOXET TOJBKO aaMuHHCTpaTop b/l
(xareropust DBA);

IOpU 3TOM CUMTAETCs, YTO Kareropuss DBA BKIIOYaeT B ceOs NMPUBWIETMU KaTErOpUU
RESOURCE u kareropusi RESOURCE BKJIIO4aeT B ce0st NpuBUiIeruu kareropud CONNECT,
T.€. Kateropuu ymnopsigoueHsl. Korga orHumaercss kakas-au0o0 KaTeropus, 3TO O3Hayaer
CHIDKCHHC KaTerOpHHy Ha OJIMH YPOBCHbD.

Hcxonnast npuBUiIerus OTmensiemast Pe3yabTHpyomas npuBujierus
NpUBHUJIETUs

DBA DBA RESOURCE

DBA RESOURCE CONNECT

DBA CONNECT 3anpeT NoAKIrYeHus K b/
RESOURCE RESOURCE CONNECT

RESOURCE CONNECT 3anpeT noAktodeHust K bJJ
CONNECT CONNECT 3anpeT NOAKIIOYeHUs K B[

CospaHuel/ypaneHue nonb3oBaTtens

CxeMbl co3IaHus/yaalieHus TI0Ih30BATENs MPEJICTABIICHBI HA PUCYHKAX 3, 4.
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SQL-3anpocskl AJ1s1 paGoThI ¢ CHCTEMOI 3a1MTHI JAHHBIX

Iapoas
0
:’/ SYSTEM |
. . A
s T
IDENTIFIED BY \ PROTOCOL Y,
pS J ——
( LDAP h
c > : AN J
owamie | (orate USER Ja| M || Ampubym mmL ) Mera _ :
CYDBEKTA b iy CyOBEKTA cyOBeKTA " ., Ty e b ~
AN /!

P ~,
{ GROUP T A
\_ Y, L

Pucynok 3. Cxema co3aHus noib30BaTest

Vaanemme | " noop ysER |  BME |, Pexam
cyObexTa J cyOBeKTa yAaneHns

Pucynok 4. Cxema ynaneHus I0Ib30BaTeNs

OO6mume npaBuia:

* IS CO3/IaHusl/yaalleHus 0Jb30BaTessl HEOOXOIMMO UMETh YPOBEHb NpaB DBA;

* [0 YMOJYAHHIO IOJB30BATENIb CO3JAacTCs Oe3 mapoiisi. YPOBHEM IpaB €My Ha3HauaeTCs
CONNECT;

 pexuMm ynaneHus CASCADE HUCIIONb3yeTCs A7 yAaJeHHs OIb30BaTes, BCEX €ro 00beKTOB
1 BcexX uMmeromuxcs B b1 CChUIOK Ha €ro 0ObEKThI;

* 3anpeleHo He KACKaHOE YIAJICHUE TI0JIb30BaTEJIsl, SIBJISIOIETOCS BIaIe/IblIeM KaKuX-1TH00
o0wvekToB B/I;

¢ BMCCTC C IIOJIb30BATCJICM YAAJIAIOTCA BCC €ro MPUBUIICTHUU U HA3HAYCHU ponei/'l.

U3meHeHune naponsA nonb3oBaTtens

CxeMa U3MeHEHUS MapoJIAa IMOJb30BaTCId ITPUBEACHA HAa PHUCYHKEC i

Hapoas

PROTOCOL

Hma

|—. cvhneKTa —|
Hamenenne ALTER USER 1+ N
MapoiA [ }

IDENTIFIED BY

Pucynok 5. Cxema u3mMeHeHus apoJis Mojab30BaTelst
OO6mwme nmpaBuia:

* M3MEHUTH MMAPOJb MOTYT aAMHUHHUCTpaTop (MMeroumii nmpaBa DBA) u nonb3oBarens (cam
cebe);

* ©CITM UM TIOJIB30BaTelIs HE 3a7aHO, TO TOAPa3yMeBAaeTCs IMOJIb30BaTENb, MOJABIIUN 3Ty
KOMaHJy.
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SQL-3anpocskl AJ1s1 paGoThI ¢ CHCTEMO# 3a1MTHI JAHHBIX

B Hpumeuanne
AIIMUHUCTpaToOp HE MOXKET HE3aMETHO BBINOJHUTH HM3MEHEHHE IMapois, T.K. HE HMeEeT
BO3MOXKHOCTH BEpHYTb OOpaTHO CTapblil mapoib. Eciu oH (agMUHUCTpATOP) U3MEHUT Napoiib
MOJIb30BATENs U MOTYYUT JOCTYH K KOH(UAESHIIMATbHON NH(OPMALIUK ¢ IMEHEM HOJIb30BaTENs
U ero HOBBIM IApoJeM, 3TO HE OCTaHeTCs He3aMeueHHBIM. Ilonb3oBarens He OyneT 3HATh
M3MEHEHHOTO MapoJIst (CTapblil BOCCTAHOBUTH aIMUHUCTPATOP HE CMOXKET), HE CMOXKET MOJyIUTh
noctyn k b/ u 3a0bet TpeBory.

CospaHue/yaaneHuve ponu

CxeMpbl co3laHus/yaaleHus! poJid IPUBEICHBI HA PUCYHKE 0.

Co3nanne g 0\
. -b-kCREATE ROLE /F‘- Hma poan
VYiaaneHHe 4 Y
H» DROP ROLE M Hms pomm
pomm [T\ J b

Pucynok 6. CxeMbl co3nanust/ynajaeHus poiu
OOuue npaBuia:

* JUISL CO3/1aHUsI POJIM HEOOXOIMMO UMETh YpOBEHb IpaB RESOURCE;
* yIaJuTh POJIb MOXKET TOJILKO €€ CO31aTeib;

¢ BMCCTC C POJIbIO YAAIAKOTCA 3allMCH 000 BceX Ha3HAUCHHBIX Ci NPUBUIICTUAX U 000 Bcex ee
HA3HAYCHUAX MOJIB30BATCIAM U JPYTUM POJISM.

Ha3HayeHune/oTMeHa Ha3Ha4YeHus ponu

CxeMbl Ha3HAYCHUS/OTMEHbI HAa3HAYCHHUS POJin IIPUBCACHBI HA PUCYHKC 7.

HasnageHnHe
pom "(GRANT ROLE}’ Humsa pomn —>< TO )—b CIHCOK CyOBEKTOB
OTMeHa -
Dol -DQ:!EVDKE F!OLE)—t Hma poan —< FROM )# ChucoK cyOBeKTOB

PI/ICYHOK 7. CxeMbl Ha3HAYEHNI/OTMEHBI Ha3HAYEHUS poiin

OO01ue npaBuna:

¢ Ha3Ha4YUTH POJIb (OTMeHI/ITB Ha3HaA4YCHUC pOJ'II/I) MOXKET TOJIBKO €€ BJIaACIICI.
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NMpunoxexHue

CuHTakcuc KOMaHA4 Ansd pa6OTbI C KOMIJ1EKCOM CpeacTB
3allnTbl AaHHbIX

YpoBeHb AocTtyna

Cosnague:

CREATE LEVEL <uMsa ypoBHA> = <HOMEP YpPOBHI>;

N3meHenne uMeHn ypoBHS:

ALTER LEVEL <uvma yposusa> SET <uoBoe mMa ypoBHS>;

Mpynnbl gocTtyna

Cosnanue:

CREATE GROUP <umMa rpynne>[=<umcjioBOM MOEHTUOUKATOP I'PYIINL>];

W3MeHeHne MMEHH TPYTIIIbL:

ALTER GROUP <ums rpynmner> SET <HoBOe ums Tpymmer>;

YpoBHU JOBEpUS MEXKY TPyIIIaMHU:

GRANT ACCESS ON <rpynna-noseputresns> TO {<rpynna-nosyuaresns> | ALL};
REVOKE ACCESS ON <rpynna-noseputesns> FROM {<rpynna-nonyuaresns> | ALL};

Moaudukauusa nonb3oBaTtens

Co3znanue nosip3oBaresis ¢ kareropueit CONNECT 1o yMOJTYaHHUIO:

CREATE USER <umsa nonbzoaTesna> IDENTIFIED BY <naposnb>;

Hasnauenue nmosib30Baresnto KaTeropuu JOCTyIa:

GRANT <xareropus> TO <uma nomsbz3oBaTesnsa> [IDENTIFIED BY <naposns>];
VYnaneHue mnoyib30BaTeis:

DROP USER <uma nomsbzosatens> [CASCADE];

N3meHenune kaTeropuu moiab30BaTes:

GRANT <xareropusa> TO <uma nossz3oBaTesns> [IDENTIFIED BY <naposnbs>];
N3menenue napossi mojab30BaTeNs:

ALTER USER <vmva nomnbzosaTesna> [IDENTIFIED BY <zoswir naposis>];

Hasnauenue rpynmsl 10CTyIa MOJb30BaTEINO:
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CREATE USER <uma  noaszoarensa> IDENTIFIED BY <napons> GROUP <wums
TPYIIED;

ALTER USER <ymva nosnbzoBaTena> GROUP <ums rpynmner>;
HasnaueHnue ypoBHS 10CTyIa MOJIb30BATENIO:

CREATE USER <ums nosnbszosarens> IDENTIFIED BY <naposns>
LEVEL(<RAL>,<WAL>);

ALTER USER <ums nosbzosBarens> LEVEL(<KRAL>,<WAL>);

HasnaueHnue npuBHIIErHii MOJIb30BaTENIO:

GRANT <npususnerus> ON <umsa obwvekTa> TO <umsa nosb30BaTEIIA>;

REVOKE <npusunerusa> ON <umsa ob6wexkTa> FROM <umsa nomb3oBaTess>;

Ponu

Cosnanue:

CREATE ROLE <uma posn>;

Vnanenue:

DROP ROLE <ums posm>;

Hasnauenne/oTMeHa MpUBUIIETHN HA OOBEKT:

GRANT <npususnerus> ON <ums obwexTa> TO <ums posm>;
REVOKE <npusunerus> ON <umsa obvexrTa> FROM <umsa posm>;
Haznauenue/oTMeHa poiy MoJb30BaTeNIo:

GRANT ROLE <umsa ponu> TO <umsa nosb3oBaTEsS>;

REVOKE ROLE <umsa pos> FROM <uMma nosb30BaTena>;

YpoBHU pgocTyna

OmnpeneneHue ypoBHS A0CTyna i TaOIHLL:

CREATE TABLE [<uMs cxemer>.|<uMsa TaOJIMLBD>

(<yMs crombua> <Tun crosudua>, [...]) LEVEL(<RAL>,<WAL>);
ALTER TABLE <uuvsa Tabmauuesr> SET LEVEL(<KRAL>,<WAL>);
Onpenenenre ypoBHs 10CTyIa AJis cToiOua:

CREATE TABLE [<uMa cxeMbr>.| <umsa TaOuMisr>
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(<umsa cronbua> <tun cromndua> LEVEL(KRAL>,<WAL>) [,...]);
ALTER TABLE [<uMs cxeMe>.] <uMs TaOJImLED>

SET COLUMN <mmsa cronbua> LEVEL(<RAL>,<WAL>);
Hcnonp3oBanue rpymnn 1 ypoHel B SQL-BbIpakeHuu:

INSERT INTO [<nms cxeMmel>.| <uMs Tabmuue>[AS  <nceBmoHMM> |
[#[<rpynna>]#[<RAL>|#[<WAL>]]

(<mMvs cronbua>[#[<rpynna>[#[<RAL>]#[<WAL>]]) VALUES (<3HaueHune>);,

UPDATE [<mms cxeMer>. | <uMms Tabauue>[AS <nceBOOHUM>|
[#[<rpynmna>#[<RAL>J#[<WAL>]]

SET <mmsa cronbua>[#[<rpynna>#[<RAL>J#[<WAL>]]=<3naueHwue> [,...];
UreHne METOK JoCTyna:
SELECT SECURITY ({*|<umsa crTombua>},{'R'|'W'|'G'})

FROM <umsa Tabmanier>;

CeTeBas ctaHUuA

Coznanue:

CREATE STATION <umMms crTadHumm>

PROTOCOL <ceTeBoit npoToKOJI>

{ADDRESS <anpec craHumm>}

[LEVEL (<RAL>,<WAL>)]

[<pabouee Bpemsa>];

<¥Ms CTaHUMM> =<uOeHTruburaTop>

<ceTeBOM MNPOTOKOJI>:.=<CUMBOJILHEIN JIUTEPaJI>
<azmpec cTaHuuUM>::=<CUMBOJILHEI JUTEepa>
<RAL>:=<mpmeHTUOMUKaATOP>
<WAL>!=<muneHTndMKaTop>

<pabouee Bpewma> ::= {ENABLE [DISABLE} LOGIN
{ALWAYS |<rpadux no BpemenHu>|<rpadbmk no nHam>}
<rpaduk no BpemeHy>::=FROM <Bpemsa nauana paboTer>

TO <Bpems oxonuanmusa paborer> [FOR <gumu paboTwer>|
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<rpadux no muam>:= {SINCE <gmara nauasa>}|{UNTIL <gaTa oxoHuaHMs>}
<Bpewmsa Hauajya paborer>::=HH:MM'

<Bpemsa okoHuauus paborer>:;=HH:MM'

<mHu paboTe>:=<meHb Hemeyn> {[,<meHo Hememn>]...}

<menr uenemy>::=MON'|TUE''WED'|THU'|'FRI'|'SAT'|'SUN'

<pmaTa Hauamna> :=DD.MM.YYYY'

<pmaTa okxonuaHua>: =DD.MM.YYYY'

N3meHenue napaMeTpos:

ALTER STATION <umsa crauunu>[SET <HoBoe ums crTaHimm>]
[LEVEL(<RAL>,<WAL>)] [<pabGouee Bpemsa>];

VYnanenue:

DROP STATION <mma cTaHLUmm>;

PerynupoBanue nocrymna:

GRANT ACCESS ON UNLISTED STATION TO {<ummsa rpynner> | ALL};
REVOKE ACCESS ON UNLISTED STATION FROM {<umsa rpynmner> | ALL};
GRANT ACCESS ON STATION <umsa crauumm> TO {<mms rpyrner>|ALL};
REVOKE ACCESS ON STATION <umsa crTaHLMm>

FROM {<mmsa rpynmner>|ALL};

YcTpouctBa

Cosnanue:

CREATE DEVICE <mua ycrporictBa> DIRECTORY <kxaTamor>
[COMMENT <xomMeHTapmit>]

[LEVEL (<RAL-ycTpomcTBa>,<WAL-ycTpoicTBa>)];
N3menenue napameTpos:

ALTER DEVICE <uus yctporicTea> [DIRECTORY <xaTamor>]
[LEVEL (<RAL-ycTporicTBa>,<WAL-yCcTpoicTBa>)];

VYnanenue:

DROP DEVICE <ums ycrponcTea>;
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PerynupoBanue nocrymna:

GRANT ACCESS ON UNLISTED DEVICE TO {<ums rpynne> | ALL};

REVOKE ACCESS ON UNLISTED DEVICE FROM {<uwms rpynmner> | ALL};
GRANT ACCESS ON DEVICE <ums ycrpomicTra> TO {<umsa rpynmoer> | ALL};
REVOKE ACCESS ON DEVICE <uMmsa ycTpoicTea>

FROM {<mms rpynne> | ALL};

MoHuTopuHr KC3

3arycK IpOTOKOTUPOBAHUS:

AUDIT START;

OcTaHOB MPOTOKOJIUPOBAHHUS:

AUDIT STOP;

VYrpasneHue nNpoTOKOIMPOBAHUEM:

AUDIT {ENABLE|DISABLE|CLEAR} [<uma co6eirus> [ON <obvexT aynmra>]]
[FOR <umsa nosbzoraresna>] [BY {SESSION|STATEMENT|ACCESS}]
[WHEN [NOT] SUCCESS];

[TapameTpbl MPOTOKOIUPOBAHUS:

AUDIT {SET |CANCEL} <napaMeTpsl IpPOTOKOJIMPOBAHNI>;

<napamerpe nporoxosmpoBaHusa>:;:= RECORDS LIMIT <komnuecTBo 3anmncen>
DAYS LIMIT <cpok xpaHeHUI>;

[IpoTokonupoBaHue MOIB30BATETHCKOTO COOOIICHUSI:
AUDIT MESSAGE <coobmenne>;

Hauath KOMMEHTHpPOBaHHE TPOTOKOIUPYEMBIX COOBITHH:
AUDIT SET MESSAGE <xommenTapmin>;

OTMEHUTh KOMMEHTUPOBAHUE TPOTOKOIUPYEMBIX COOBITHIA:

AUDIT CANCEL MESSAGE;
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Yka3atenb komaHg SQL-3anpocoB

A REVOKE ROLE, 11
ALTER DEVICE, 28

ALTER GROUP, 12

ALTER LEVEL, 16

ALTER STATION, 26

AUDIT CANCEL MESSAGE, 45
AUDIT CLEAR, 39

AUDIT DISABLE, 39

AUDIT ENABLE, 39

AUDIT MESSAGE, 44

AUDIT SET, 39

AUDIT SET MESSAGE, 44
AUDIT START, 39
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